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Pro-Watch Release 3.7 Quick Start

A word about navigation:
Navigation in Pro-Watch is very simple. You can work from the Manage your Server screen, or you can use the
Viewer bar on the left side of the window.

Honeywell

@ Fro -Watch 3 - [Manage Your Server]

¢ File Edt Wiew Actions Window Help

g [ =[5
==

2

e x wee|ddBue= a9

=

Viewars

Search Results

Event Procedures

Manage Your Server
Server: KY16DT500864

Badge Manager

The Badge manager allows users the ability to create
and control hadges and access credentials through
the use of easy to use configuration wizards

Hardware Manager

Tools and Utilities

Add a new Badge Record
Wiew existing Badge Recards

izet Help On Badge Records

Pro-Watch Event Manager
‘indows Event Manager
Dakabase Backup Uity

The Hardware Manager allows users the ahility to create
new hardware and hardware templates through the use
of easy to use configuration wizards

Permissions Manager

Help

Add new Hardware Template
Add neww Control Panel
Add new Logical Device

iaek Help on Hardware
Configuration

Pro-vwakch Help
Diongle InFormation
Onling Assistance
wWindows Help

Email Technical Support

The Permissions Manager allows the users the ahility to
quickly create and administer program permissions to
users through the use of canned profiles and
canfiguration wizards

[~ Don't display this page at Logon

Ready

System Shortcuts

Add a new Syskem User

izek Help on user Permissions

Dakabase Configuration
Hardware Configuration
Reporting

Alarm Monitor

Adrniniskration

@ mFonnection successful,

134119

b4

On it are several icons. When you want to work on hardware, click the Hardware Configuration icon to open
another column to the right of the Viewer bar that contains the hardware. From here, you can add or edit
everything without changing screens, using menu bars, or searching for buried menus. Simply highlight what
you want to edit and all the hardware associated with your selection will appear in a new window. To edit the
piece of hardware, simply double-click that piece. The same applies to data entry. Click the Database
Configuration icon in the viewer bar to view all of the databases in one window.
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Step 1 - Installation

Honeywell

a. Create an administrative level windows login to be used as the default user in Pro-Watch.

1. Right-click My Computer and select Manage.

2. Expand Local Users and Groups.
3. Right-click Users and select New User.

Q File  Acktion ‘Wew ‘Window Help

L] Ccomputer Management 101 x|

JRED

RN ENEETE

: Refresh
e Disk Def Export List...
b Disk Mal

E]--& Services ani__ Help

| YK

Mew Windaw from Here RT_38... CH=Microsoft Corporation. ..

@ Computer Management (Local) Iame | Full Name | Descripkion
E‘m System Tools lg.ﬂ.dministrator Built-in account: For administering th
@ Evertt Vievier P.SPNET ASP.MET Machine Account Account used for ranning the &SP
% Shared Folders l%Guest Built-in account For quest access ko
E‘ , Locallissrs and Groups QHelpAssistant Remate Deskiop Help Assi...  Account for Providing Remate Assi:
- -a w T U - jeff schwartz
in
View L ™ predemo

This is a vendor's account for the -

| ©

4. Fill in the fields, deselect the first check box (“User must change password at next login”), and select

Password never expires.

Newuser 21|

Uzer hame: Ipwce

Full narme: IF'eratclﬂccount
D ezcription: I

FPazzword: qu
Canfirm pazsword: I"“

™ User must change password &t nest logan

[ User cannot change password

v Pazsword never expires

[~ Account iz dizabled

Create I Cloze

5. Click Create.
6. Close the New User window.
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7. Double-click the new user account and select Member of.

General Member OF | Prafile I

Member of:

g Users

Add... Remove |

Ok | Cancel Apply

8. Select Add. _
2/

Select this object type:

IGroups Object Types... |

Fram this location:

IKY‘I G0 TH00864 Locations... |
Enter the object names to select [examples):
Check Names |

Advanced. {8 I Cancel |

4

9. Select Advanced.

rerectcrows oz

it

Select this object type:

Iﬁmups Obiject Types.

From this location:

K'r1ED TEO0B64 Lacations.

Cormmon (ueries |

Hee:— [Stswitn 7] | |
Desorptirs: [Starts with 7] |
I Disabled accounes Siop

I | Hen espiiing passord

Days sinoe last logon 2 @

0K Cancel

Name [RON In Folder

GAdminitialors K160 T500864
HBackup Oper.. KY1EDTS00964
€8 Debugger Us.. KY1EDT500964
€7 Guests K1BDTE00864
€ HeiSenvices...  KY1EDTS00964
€0 Network Confi.. KY1EDT500954
€RPower Users  KY1EDT500864
€0 Remote Cotr.. KY1EDT500364
€ Remote Cortr.. KY1EDT500964
€8 Remate Desk... KY1EDT500964
€7 Repiicator K1BDTE00864
= b

L

10. Highlight the Administrators group and click OK. You will see the Administrators group in the
window. Click OK to close the window.
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Select Groups

Select thiz object tupe:

IErnups Object Tupes. .

Fram this location:
IKW EOTEO09E4 Laocatians. .

Enter the object names to select [examples]:
K1 6D T 50036448 drministrators Check Mames

FEE

11. You will see that pwce is associated with the Administrators group.
12. Close all the windows, log out of Windows and then login as pwce.

P

This concludes a and b of Step 1 — Installation.

Step 1 — Installation

c. Insert the Pro-Watch Release 3.7 CD.

Step 1- Installation
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d. Answer a few questions.

Honeywell

1. Decide which type of installation you are going to do and the location on the hard drive.

Pro-watch Configurations

— Select Configuration

e Complete Prawfatch Installation
" Server-Only Prow atch Installation
" P atch Client [Complete]

" Praw/atch Terminal Client

(" Protw/atch Database Orily

(" Custom Pra-w atch Installation

Pro-Watch Setup Wizard :

EOFTWAE

ITE

¥ Configure Pro*watch Database

— Description

client functionality.

This installs all of the features of
Pra*wfatch. Thiz is appropriate for a
server that you wish to alzo have full

Installation Path
|_ C:\Program FileshPraiw atchb,

‘ Browse |

X

< Back I Mext = I Cancel I
2

2. The User name window should display the name of the Windows user that you just created and
logged in with. If not, type in the name of the Windows Administrator Group user that will be the

default user in Pro-Watch.

Note: If you skipped Part a, go back and complete it now. The user name that you enter here will be
checked against the user list in Windows. If it is not found or is incorrect, the installation will error

out.

Configure Pro-Watch Server

[ Configure Service Manually [Bdvanced Users Only)

- Infarmation

— Service Account

Logon Type: INormaI Lagan Accourt j
Uzer name: |E134119

Log on o I GLOBAL j
Password: I xxxxxxxx 1

EOFTWAR ITE

I your ProAw atch installation
consists of more than one
computer, then you should
azzign the Pro-Watch service a
logon account to run under.
This way, Pro-w atch will be
able to access a SOL Server
database running on anather
SETVER

I your Protwatch installation i
only ohe computer acting as the
server, client, and database
server, then you may choose to
uze the "Local System'
account, although using a
specific account is more secure.

< Back I Mext » I Cancel
by

3. This screen is asking for the location where the database will be installed.

Page 7 of 49

www.securityhoneywell.com



Honeywell

Pro-Watch Setup Wizard 1
~NexWatch? y
exW: t -

by Honeywell SOFTWAR ITE
Configure Pro-atch Database

[ Manually Configure Database [Advanced Users Only)

V¥ Usze Local Database Server

[latabaze Server

¥ Create New Pro‘watch Database
Prowatch Database Name

D atabase Path
’7 C:\Program Files\Pro'w atchhD atabaze's ‘ Browsze |
< Back I NextE I Cancel |

4. The only selection on this screen is for configuring the database. Leave this checkmark in unless a
Pro-Watch technician instructs you to remove it.

Pro-Watch Setup Wizard N |

™
-

SOFTWAER ITE

Ready to Install Pro-Yatch

Features To Be Inztalled

Pro-wiatch Alarm Monitor Cam Server: IKY'] EOTRO0SE4
Prow!atch Badging Client
Profatch Client and Shell

Pro-/ atch Communications Server
Fro/atch Configuration Utilities

DB Server IKY'I G0 THO0864

Prow/atch D atabase Configuration DB Mame: IPWNT
Frowatch D atabase Manager

Fro-wfatch Hardware Configuration Sy Lsar E134119
Fro-watch Map Builder I

Fro/ atch Reports

Sve Domair: IGLDEAL

[v Configure Database

< Back I Finish[:\ I Cancel

5. Click Finish and let the installation complete itself. The length of time will be determined by how
many features the system needs to install. The screens following these will inform you what is being
installed.
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Step 2 — Database Configuration
a. Add additional workstations

1. Right-click Workstations in the Pro-Watch Database Configuration tree list to display a pop-up
menu.
2. Select New Workstations to display the Add Workstations dialog box:

Add Workstations x|

Infarmation |

— Define Warkstation Attnbutes

Mame : I

Description : I

Location : I

Peer Woaorkstation : I j

CCTV Monitor 1 |<<NOME>>

Cl
iCl

CCTY Manitar 2: [<<NOME>>

Intercom : |<<NEINE>> ﬁl
Channel ; I1 _|
=
Default Map |<<NDNE>> [
™ Fegional
[E: Cancel

Click the button next to the Name field and select a workstation from the tree list.
3. Enter text in the Description field that will identify the workstation.

4. Enter text in the Location field that will identify the workstation's location in the enterprise.
5. Click OK to accept the workstation configuration.
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Step 2 — Database Configuration

b. Add time zones

To add a time zone, right-click the Time Zones icon in the Pro-Watch Database Configuration tree list (or
right-click anywhere in the right pane of the Pro-Watch window), and select New Time Zones. The
Resources tab in the Add Time Zones dialog box appears.

To edit an existing time zone, right-click the Time Zones icon in the right pane of the Pro-Watch window
and click Properties. The Resources tab in the Edit Time Zones dialog box appears.

Note: The grayed-out fields in the Add Time Zones and Edit Time Zones dialog boxes are not downloaded
to the panel.

Examples:

o The H2 (Holiday 2) and H3 (Holiday 3) fields are not supported on the panel configured in the
dialog box above. If your panel(s) allows holiday settings within the Time Zone function, you can
configure H1-H3 to modify normal time zone behavior on a particular day.

o If your enterprise is scheduled to restrict access into the building on Christmas, you can apply the
holiday to a unique time zone to accommodate the modified schedule.

Q Time Zone M aintenance I I Partitionsl
Description:  |SREENK NI
— Enable/Disable Schedule:
Start | stop M |T |w |T |F |8 |s |HL |HZ |H3
1220000 ... 12:01:00 ... | | fdd
Edit |
Delete |
4| | >
aK I Cancel
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Complete the sections below to configure a time zone:
Time Zone Maintenance Tab

1. From the Add Time Zones dialog box or Edit Time Zones dialog box, enter or modify a description
that uniquely identifies the time zone.
2. Click Add to display the Enable/Disable Time dialog box:

Enable/Disable Time |

— Define Enable and Dizable Times

Start Tirne: : I E-00:00 Mj
Stop Time : [ 50000 Pr=

Inlze: ¥

— Define Enable and Dizable D aps

[ Monday [T Tuesday
[ wWednesday [ Thursday
™ Friday [ Saturday
[T Sunday [ Huoliday 1
I~ Holiday 2 I Holiday 3

0k, I Cancel | Help

3. Specify a start time and stop time for each time zone you want, and check the In Use box to activate
this time zone setting. You can specify multiple time zones for each day and for the entire week.

Notes:

o The maximum number of multiple time zones depends upon the panel type. See the appropriate
panel section in Chapter 7, Hardware Configuration. (See Holidays for an explanation of
Holidays 1-3.)

o Blue boxes in the time zone schedule indicate when the devices are enabled, and the white boxes
indicate when the devices are disabled.
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Step 2 — Database Configuration
b. Add Holidays

Use this function to modify normal time zone behavior on a particular day. You can define related
holiday information to enable the connected panels to modify access for the day(s) on which the holiday
falls.

Example: If your enterprise is scheduled to restrict access into the building on Christmas, you can apply
the holiday to a unique time zone to accommodate the modified schedule.

To access holiday functions:

1. Click the Holidays icon In the Pro-Watch Database Configuration tree list to display the currently-
configured holidays (if there are any) in the right pane of the Pro-Watch window.

2. Right-click a holiday icon to display the pop-up menu.

3. Use the following table to select a function:

Click... To...
New Holidays... Add a new holiday. See Adding or Editing Holidays.
Delete Delete a current holiday. See Deleting a Holiday.
Properties... Edit a current holiday. See Adding or Editing Holidays.

Display the names of all resources that depend upon the holiday. See

Find Dependencies Viewing the Icons.

Copy a holiday and insert the copy's icon in the Pro-Watch window.

Copy See Copying a Holiday.

Change the way the icons are displayed in the Pro-Watch window.

View See Viewing the Icons.

Adding or Editing Holidays
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1. Toadd a new holiday, right-click the Holidays icon in the Pro-Watch Database Configuration tree

2.

list (or right-click anywhere in the right pane), and select New Holidays to display the Add Holidays
dialog box.

To edit an existing holiday, click the Holidays icon to display the holidays in the right pane. Right-
click on the holiday you want and select Properties to display the Edit Holidays dialog box.

Eicraieys x

% Information | [+ F'artiti.:.nsl

— Define Holiday Infarmation

I ew t'earz Eve and Day

Drezcriphion ;

Date |12£31 /2002 |
Druration ; I2 _I
Type: I1 _I

()% I Cancel

Complete the tab sections below to configure the holiday:

Information Tab

1.
2.

3.

Page 13 of 49

Enter a description (or edit the current description) that identifies the holiday in the Description field.
Enter the date of the holiday in the Date field. Note that at the start of each new year, you must
update the year in the Date field.

Enter the duration of the holiday as a number of days.

Enter the holiday type. The holiday type is a numeric, 1-3. The number's significance is user-
defined. That is, you can define three different holiday types (such as government, cultural,
company, etc.) and designate a number to each.
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Step 3 — Hardware Configuration

The first step to developing your hardware is to decide how you are going to lay out your hardware tree. The
hardware tree is much like the view in Windows Explorer. In windows the tree structure is made up of folders
that you name. Inside these folders you can create more folders that are used to sort the files into logical groups.
You can have one main folder with many sub-folders or you can have many main folders, each of which can
have one or more sub-folders. Pro-Watch follows this same pattern. The Site is the main folder and it will have
at least two sub-folders, one for channels and one for panels. The minimum you can have in a site is one
channel and one panel. If you have five panels all on different channels then you can have anywhere from one
to five sites, but if you have five panels all on the same hardwired channel then you can only have one site.
Each site must have at least one channel and one panel. In Pro-Watch the sub-folders are called Hardware
Classes. They are used to sort your hardware into logical groups.

Eléﬁ Mexciwatch
i Channels (2)

The small house at top is the Site or main folder. Do you want one site with numerous channels, or do you want
many sites with only one channel each? Keep in mind that if you are going to use partitioning then the more
sites you make, the more detailed you can be with the partitions.

a. Add a site

A Pro-Watch site refers to the area of controlled access. For example, a site could be an airport terminal. You
must create a site before you create a channel, panel, and logical device.

1. Adding a Site: From the Hardware Configuration tree view, right-click New Site. The Add Sites
dialog box appears.

) i . .
EI@ Pro-Watch NT Hardware Configuratiol G G
% Device Types

i B8 Hardware Classes channels (1)

b Controllable
ji @ Hardware Templates Cutputs (1)

@ Status Groups

------ Guard Tours

Channel...

Panel...

Logical Device

ST Manitor, .
Download. .. CETW Carmera View, .
Refresh Status Irkercan ..

Delete
Properties. ..
Find Dependencies

2. Enter a Site ID, a unique name that identifies the site. You cannot have duplicate Site 1Ds and the
site ID must be one word.
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haastes x|

Site Record |

ﬁ — Define Site Infarmatian

Cite Id - Idallasnffice

Description : IDaIIas Office

“Whork.shation : I<<NDNE}> Q|
Prirnary % ork ztatian ; |<<NDNE>> E,
: |<<NEINE>> =)

Secondary Workstation

0k, I Cancel

3. Enter a brief description of the site.
4. Click the icon next to the Workstation field and select the workstation that will be polling the panel.
5. Click OK. The new site appears in the Hardware Configuration tree view.
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Step 3 — Hardware

b. Add a panel.

Honeywell

1. From the Manage your Server page select the Add new Control Panel link to open the wizard for

adding a channel and a panel.

Hardware Manager

The Hardware Manader allows users the ahbility to create
new hardware and hardware templates through the use
of easy to use configuration wizards

&dd new Hardware Template

Add new Conkral Panel

'ﬁ'|.ﬁ.|:||:| new Control Panel|

et Help on Hardware
Configuration

2. From the wizard select Add New under Channel Description. If you are adding a PW5000 channel,
select that option. Any other type of channel will be added by using the other selection.

Pro-Watch Controller Manager
‘elcomne to the Pro-Watch Controller Manager

Cantraller Descripkion Sike

INexWatch j
Channel Description Conkraller Type
[ << Add a New Channel > x| |pw-so00 =]
<< fdd a Mew Channel ==
<<Add Mew PwW-5000 Channel ==
Pw2000
R5-485 2 Wire
Controller Address I ] :II

et I Cancel

3. Under Site pick the site that you are adding a channel to and click Next.
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Site
IDemD Sike j

hext'atch

Conkraller Type

=] [pwisono =]

4. From the Create a Channel dialog box choose what type of channel this is going to be.

Create a Channel x|

— Pick Mew Channel Type and Options

Channel Type : Amencan Dynamics CCTY Swj
Generic -
Honepwell DY
Irtegral

Manufacturer : Laq Frinter
Laranix
Mative Paf-2000
Pelco CCTY Switcher —
Pw-5000
F#-B000 Miniples
Fiapid Eve ¥

Ok I Cancel |

5. Fill in the name and click Next.

Define Channel Information x|
— Basic Channel Information
o IDemo Office Charnel ¥ Installed
Channel Type: IP\'\""SDDD
Time Zone: | (GMT-05:.00] Easten Time [US & Canada) =l
Altempts ; I‘I a
Pall Delay [ma] : I5
Comm Break : I5
Spool Directory : I

< Back I st » I Caticel
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6. Choose the channel type. Click Next.

Communications Parameters ) x|

Channel Communication [nfarmation
— Primary

Part Type: |Mone 5 l

More
Dial In
Dial Qut
Hardwired

Modem Pool

— Secondary

Port Tupe: I None el l

< Back I Mext > I Cancel

7. Fill in any information. Click Next.

Communications Parameters i 5[

— Channel Communication Infarmation

— Primary

Part Type: | TER/AP j
IP &ddress: |192.168.38.2 I3E|E|‘|

— Secondary
Pork Type: |Mone j

AusASBENT SYETEN

PR

< Back I MHesut » I Cancel
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8. Click Next.

x
—Pw-B000 Encryption Setup
—Select Action Select Primary ey
; cryphion & Frimary ey 1
" Use Encryption for Communication 1 Frimary key 2

" Download Keps

— Primnary ey 1 Setting
% Passphrase I

1288k HEX Key [00 [0 [00 [0 [0 [o0 [o0 oo
i

r— Frimary Key 2 Sefting
& Passptirase I

€ 1286k HEX key [00 [0 [00 [0 [0 [a0 o0 oo
PEEREEEE

< Back I Mext > I Cancel

9. Select your Partition information or just click Next.

Partitions x|
— Partitions List
Partition S Add..

Delete

< Back I Finizh I Cancel
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10. You will receive this warning as a reminder to update all of your routing

it E

el Warning! Before events on this channel are reported, wou must add it to the appropriate routing groupis),

1 USE

T FIE O Fareare T
Configuration

groups.

11. That completes the Channel portion and begins the Panel section. Choose the correct panel type.

nddpanel Y

FParel Type:

k. I Cancel |

12. Select the address of the IC, the model, whether you want to auto assign addresses to the
downstream boards, and how many of each type of downstream boards. When you are finished click

Add.
x
Panel Address: Panel Model:
ID j IPW.EDDD j [ Auto-azsign 10 Module Addresses

— Pwd-2000 10 Modules

— Mative PW-E000 10 Modules
Fs-B000-161M: |2 Standard:  Extended:

P-5000-160UT: IEI Fhod-2000 11 ID IEI
Ff-5000-1R: IEI Phad-2000 111 ID IEI
Pf-5000-2R: |3 Phad-2000 1% ID IEI

— Biometnc |0 Modules

Pia/-3000 RSI: IU Total Possible: |27

Add | Cancel |
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13. You can see the address settings that are defaulted for the downstream boards in the window to the
left. If you would like to set them yourself, click the address you wish to change and select a new
one from the drop down. (See the window on the right).

Assign I0 Modules 1 4|l Assign 10 Modules x|
Assigh addreszes to the following 10 tizzigh addresszes ta the follawing |0
Modules: Modules:

Pii-S000-1 Gl 0 PAA-5000-1 61 0
Pii-S000-1 I 1 PAA-5000-1 61 1
Pi-5000-2R 2 PAALS000-2R 2
Pi-5000-2R 3 PAALS000-2R 3
P-5000-2R F PAAS000-2R 4 j

P -

. Eot

£

7 |

&

g

10

1

12 hd

14. When you click OK the software will start creating the panel and all downstream 10 boards with the
options you have selected.

Add Panel Progress

[0 b odules:

100 25

[nipts:

N 33 %

Outpks:
| 025

Readers:

| 0 %%

Events:

0 2%

15. At the end of the process the Add xxxxx Panel window will open. You can now name the boards and
edit the options for them.
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Add PW-5000 Panel

""5|:":”:| Panel = Procedures I & Triggers | = Resistance Yalues | @) Events | & Partitions
EW DN LD ﬁ Panel " Biometiic Settings Time Zones Huolidays Card Formats
B P 500016 1 | o | @ | € Hoidys |
® Fv5000-2R 2 Description: Panel Model: Partz:
! B Fw/5000-2R 3 |P‘W-EDDD Parel IF‘W’-EDDD j |4
- Pw-5000-2R 4 Location; temary; Total Cards:
| f 1B | [s000
Retm Time:  Poll Delay: — Reply (mz):  Offine [ms]:  Address: Pin Length:  Tranzactions:
[io El o0 [1s000  [o jo = |5000
Fort 3/4 Baud Rate: Port 546 B aud Fate:
|38400 =l 3800 =l
™ Prowwatch LED Scheme
IV Installed ™ Timed AntiPassback [~ Reverss LEDs ™ 2'wie 485
" Store Event Level [ Anti-Passhack Locations [~ Temporag &ccess [T Activation Dates
¥ Uselssue Codes [ Deactivation Dates r Support Limited [ze [T | acation Dates

0K Cancel

Step 3 — Hardware Configuration

c. Add logical devices
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1. Click the Add new Logical Device link on the Manage your Server page.

Hardware Manager

The Hardware Manager allows users the ability to create #Add new Hardware Template
new hardware and hardware termplates through the use
of easy to use configuration wizards

Add new Conkrol Panel

add new Logical Device

et Help on
Zonfigurakiq Add new Logical C

2. From here you will be able to name the logical device and select the template, the panel it connects
to, and the folder (Hardware Class) in which it will be located. Give the device a name and select the
template that you wish to use.

Pro-Watch Logical Device Manager '

Welcome to the Pro-‘Watch Logical Device Manager

Logical Device Descripkion

Fronk Daoor

Hardware Template Control Panel

x| |mexwatch Pw-s000 [~

Controllable Cutput -
Dioar with Pieza Cankral
Door with Sub Panel e
DoorTypical ACR {(Access Control Reader)

Elervator Reader X

This Logical Device will use the Following Hardware Class

Controllable Cukput

Controllable Cutputs j

Mk I Cancel
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3. Next, select the Control panel to which the device will be connected. If a mistake is made with this

selection and the device is created, the only way to correct the mistake is to delete the device and
create it again with the proper selections.

Pro-Watch Logical Device Manager '

Welcame ta the Pro-Watch Logical Device Manager

Logical Device Description

Front Door
Hardware Template Control Panel
IDoorTypicaI ACR (Access Control Reader) j Fanell j
M Watch PYW-5000

P/-2000 Panel
P/-5000 Panel

This Logical Device will use the Following Hardware Class

Controllable Outputs j

Mext I Cancel |

4. Select the folder in which the device will be located.

Pro-Watch Logical Device Manager i

Welcamne to the Pro-wWatch Logical Device Manager

Logical Device Description

Front Doar
Hardware Template Control Panel
Door Typical 8CR (Access Control Reader) j IPaneIl j

This Logical Device will use the Follawing Hardware Class

Controllable Outputs j

Controllable Outputs
Monitorable Inputs
Readers

Text I Cancel

5. This feature is new to Pro-Watch 3.7. When you select the reader address the software will

automatically assign the input and output point addresses. These addresses are taken from the hardware
point adjacent to the reader port you select.
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Welcame to the Pro-Wwatch Logical Device Manager

Please select the Reader that will be used for this Logical Device

PW-5000-2R. 2 - Unused Reader 0
Py-5000-2R. Z - Unused Reader 1
PWW-5000-2F. 3 - Unused Reader 0

s will be assigned to the remainder of the device

E"\L\:'I-SEIDD-ZR 3 - Unused Reader 1 .

Device Types | Hardware Description |
ﬂi Door Position ZlUn-assigned:=

@ELDCK <Un-assigned:

i Feader <Un-assigned >

ili Rex Device <Un-assigned >

If these defaults are acceptable click 'Finish' to complete the Logical Device Creation. IF this
information needs to be modified, click the 'Modify' button to manually assign the points.

| MEdify, || Back I | Finish I Cancel |

6. In the above example we have selected reader address 0 so the software selected the adjacent inputs
and outputs. These can be edited to match your requirements but foreknowledge of this feature will
save you time. You can have your hardware installation match the default software assignments.

Pro-Watch Logical Device Manager

‘Welcome to the Pro-Watch Logical Device Manager

Flease select the Reader that will be used For this Logical Device

Based on the reader selected, the Following defaults will be assigned to the remainder of the device

required;

Device Types | Hardware Descripkion |
2l Door Posttion Pu-5000-2R, 2 Front Door Address O - Input Point O

'@ELock Py-5000-2R. 2 Front Door Address 0 - Output Poink O

B Reader PY-5000-2R. 2 Front Door Address 0 - Reader Pork 0

2l R Device PY-5000-2R, Z Front Door Address O - Input Point 1

If these defaults are acceptable dlick 'Finish' to complete the Logical Device Creation, I this
infarmation needs to be modified, dick the ‘Modify' butkon to manually assign the points,

Modify. | Biack. | Finish | Cancel |

7. Click Finish and your logical device will be created.

Step 4 — Badging

a. Add clearance codes
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1. To create a clearance code, open the database configuration menu item. From the database tree select
the Clearance Codes item.

, , , . . |
izl =| | =42 Pro-“Watch NT Database Configuration iy R
wiewers | | o 7% Alarm Pages @ @
e all Access Demo
E Badge Prafiles Ciedear
R T2, Badge Status
Badging --LZ] Badge Types
Blob Types
----- Brass Keys

----- Card Format

% Classes

Clearance Codes

J4

@ Dakabase Tables
----- ¥) Default Events
figuiration -7 Deferred Access
Dialup Schedules
Event Procedures

2. Right-click in the window on the right window and choose New Clearance Codes.
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3. The Add Clearance Code dialog will open. Name the clearance code and click the Logical Device

tab.

Add Clearance Code

% Clearance Code | = LogicalDeviceI QE Elewatar Dutputsl :QE DutputGroupsI

— Define Data

D escription :

Default Time Zone :

—Llze Timed E pilaliuu

<<MNOMNE>>»

™ Export to Yisitor Managment 5ystem

2' " Use Elevators

% Newver Expires

" Expires In ID IDays j
Enroliment Deyvice ; |<<MDME>> lE]l ™| Use Groups
De-Errolment Device |<<MDME>> IE]l [~ lze Groups

Temporary Access: |

e - o 4 =
Start [ ate/Time : I 8/25/2006 ” 347:00 PM =

ime: - 47 -
End [ ate/Timne: I 8/25/2006 ” 2:47:00 PM —I'

o

Cancel |

4. On this tab you will add all of the logical devices (Readers) that will be included in this clearance
code. Click Add.

@ Clearance Code =% Logical Device |'ﬁ|§ Elesator Dutputsl :@E Dutputﬁroupsl

Add Clearance Code

Logical Device

| Time Zone

| Alternate Time Zone |

Add

Delete

TimeZore...

AT imeZone

il

x|
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5. Clicking Add will open a window with a list of all of the available readers. Notice that the names of
the readers are very important. You have to be able to recognize which is which so make certain to

name the logical device with a unique name. Select the first reader that you want to add and either
double-click it or highlight it and click OK.

x
% Search Key:
Please Select a Logical Device I
Description # | Location |
Entrance 1 F'w/-5000 Demo Case
Entrance 2 F'/-5000 Dema Case
Front Droor Front Door
Frant Door Frant Dioor
Frant Door Frant Dioor
Lobby Daar Lobby Daar
Ok I Cancel |

6. Clicking OK will select the reader and close the window. When the window closes another window
will open with a list of the available time zones. Select the time frame that you want this clearance
code to unlock/open the door. Double-click or highlight and click OK.

x
@ Pleaze Select a Time Zone
I Description 4

st ghift 7-4:00pm M-F Add.

2nd shift 4-11prn k-F
3rd shift 11-Fam 5u-Th

Edit...
Syztem All Times 4II
Syztem Mo Time
Delete |
Copy... |

[ o |

Cancel |

7. You will see the new reader and access times listed in the Logical Device tab window. Continue
adding readers and time zones until you have all of the doors in this clearance code that you want.
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HAdd Clearance Code : x|

w0 Clearance Code =9 Logical Device |'§[ EIevalorDutputsI E Dulputﬁrnupsl

! Logical Device | Time Zone | alternate Time Zone |
' [=] Entrance 2 13t shift 7-4:00pm M-F

: Add
Delete
i TimeZone. ..

&ltTimeZone

i

i ak. I Cancel |

8. When you have finished adding doors you can click OK to finish. You can also delete a door or
change a time zone directly from this screen.

Add Clearance Code ) x|

@S Clearance Code =4 Logical Device | 'T.EE Elewator Dutputsl :EZEE Output Eroupsl

Logical Device | Time 2Zone | alternate Time 2one |

(=1 Entrance 2 1zt ghift 7-4:00pm b-F

(=] Entrance 1 2nd shift 4-17prm M-F

= Fromt Door Syztem Al Times Add
(=] Lobby Door Syztem All Times

Delete

TimeZone...

AT imeLone

il

Ok | Cancel |

9. When you finish the clearance code it will show up in the database configuration Clearance Codes
window.
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Al Access Demo
Cleara. ..
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Step 4 — Badging
b. Add companies

A company is a way to assign multiple levels of access to a person. A company will contain one or more
clearance codes. When adding a new badge record you will be asked to choose the company that will
assign access. Therefore, the process of assigning access has three parts. First you will create all of the
clearance codes you need, second you will make one or more companies, and finally you will assign a
company to a badgeholder’s card.

1. Under Database Configuration, highlight Companies, and right-click the window on the right. From
the dialog box select New Companies.

) ) .
=41 Pro-Watch NT Database Configuration fy B
----- 0§ Alarm Pages

S Area Al Access Nesxiwatch
: Badge Profiles

----- & Badge Status
--[TZ] Badge Types
Blob Tvpes
----- Erass Keys

----- Card Faormak

ﬁ Classes Mew Companies.. .
----- "@5 Clearance Codes
..... &4 Comparies Pt

@ Database Tables
----- ¥ Default Events
-7 Deferred Access
Dialup Schedules
e 2 :

Vet L4

2. Name the company and fill in any necessary data. Click OK.

Add Companies ] x|

S [nformation |

— Company [nfarmation

Company Mame : IDemo Company]

Address Line 1 : I

Address Line 2 I

Cit_l,l:l State I_ Zip:l

Firzt Contact :

Title : Phone : I

!

!

Second Contact : I
Title : I

Phone : I

QK I Cancel
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3. You will see the new company appear in the list. Double-click the new company to open the Edit
Company dialog box.

[ 28 d¢ &2

All Access Demo Mexwakch
Company

4. You will see the original window and two more tabs. Select the Clearance Codes tab.

Edit Company 3 x|

£& Infarmation | @ Clearance Codesl | F‘artitionsl

— Company Infomation

Company Mame :

Address Line 1:

Address Line 2:

State : l_ Zip :I

City

Title : Phone : I

Second Contact :

!
!
|
First Contact : I
!
|
|

Title: : Phane : I

(i) I Cancel

5. Click Add.

Edit Company N x|

£5 Infarmation 0 Clearance Cades | ) Partitionsl

— Company Defined List

Description | Add...

Delete |

Ok | Cancel I

6. Now start adding the clearance codes that you want to be part of this company. Highlight the
clearance code you want and click OK, or just double-click the clearance code.
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Clearance Codes 3 x|
Pl
@ Pleasze Select From List

Description A
] Add

Demao Elerance Code
Lemo Clearance code Edit

Delete...

Copy. .

i

aK I Cancel |

7. You will see the clearance code appear in the list. Continue adding clearance codes until you have
developed the level of access desired.

Edit Company |

5 Information > Clearance Codes I %) PartitiDnSI

— Company Defined List

Description | I Add...

@b Al Access
[Delete |

ok Cancel

8. When you have added all of the clearance codes that you want in this company, click OK.
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Edit Company x|

S8 Information WY Clearance Cades | ] F'artitiu:unsl

— Comparny Defined List

Description | I Add...

'@5 All Access
@ Demo Clearance Code Delete |

k. Cancel

NOTE: The New Badge wizard requires that you use companies to assign the level of access to the new
badgeholder’s card. Remember that the card will be controlled by all of the levels in the company. If a
person requires more or less access than the company contains, either make additional companies to meet
your needs or open the badgeholder’s record and grant or revoke access for the card by individual logical
devices.

Step 4 — Badging
c. Add a badgeholder

1. From the Manage your Server page click Add a new Badge Record.
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Badge Manager

The Badoe manader allows users the ability to create Add a new Badge Record
and control badoes and access credentials through
the use of easy to use configuration wizards

Wigw existing Badge Records

Get Help On Badge Records

2. This will open the Badging screen and the Badge Manager wizard.

@ Pro -Watch 3 - [Badging : Badge 1-1 Selected: 1 {1 Total) - Edit Mode] N - ) _|E| 5'
E File Badge Edit “iew Mavigate Cards Window Help _|5' EI

|[aexa 3GOHDFE2EE AN )M [EHHE

|2ex | m|ee|ofBoe= a9
M|

I T3 Personal Info |ﬁ Brass Keysl @ Image Summaryl ) Paltitinnsl

Badge Marne l ; =
First Name | ieff Bads ribe ICDntractUr

Schwartz, jeff
Schwarkz
Ledilins Badne Status | ACTIVE %l
Badge Managet x|
l-te Ilz;suzuu - ||12:00:00 'j‘

‘Welcome ko the Pro-Watch Badge Manager
Date | 7(24/2007 -l
User First Name User Last Mame User M1
I ent

Pleaie enter the user Card Is the system using PIN
Mumber codes?,

| o

Click here ko capture Badge
Photo

This User wil obtain access through the Following company:

Al Access j
Card Number Status | Pincode | Issue Date | ExnpireDate | Ca
@ 12345 Active 1234 Tlz4}z006 Tlz4j2007 all

Search Results 1| | |4} |

|
Event Procedures Ready |@ @ ]connection successful. El34119  |kvieDTS00gEd [PwmT [ 4
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3. From here, the process to add a badgeholder is simple. Enter first name, last name, middle initial if
needed, the access cards number, a pin number if you are using one, and finally select the company
that will be used to control access of this card.

Badge Manager x|

Welcome to the Pro-Watch Badge Manager

User Firsk Mame ser Last Mame ser MI

Flease enter the user Card

Mumbes Iz the system using PIM

codes?

2

This User wil obtain access through the Following company:

all Access j

Finish I Cancel |

4. When you are finished with this basic information click Finish.

Badge Manager x|

Welcome ko the Pro-\Watch Badge Manager

IIser Firsk Mame Iser Last Mame Iser MI

John Doe

Flease enter the user Card

Is the syskem using PIM
Mumber e -

codes?
12344 v 1234

This User wil obkain access through the Following compansy:
Derno Campany
Mex'Watch Finish I Cancel
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5. The information will be entered into the badgeholder’s record which will be open in the edit mode.
From here you can capture a photo, capture additional information, or simply print the card.

Ed Pro -watch 3 - [Badging : Badge 1-1 Selected: 1 (2 Total) - Edit Mode]
E File Badge Edit Wiew Mavigate Cards ‘Window Help

=10l x|
=18] x|

o e
e e

e @ eelemEne29

lasxg|aga@ma<aalamid ) |any L

ol

Eadge Wame
First Mame | John
Doe, John
Last Mame | Doe

Address 1 li
Address 2 l—
City l—
State
Country li
Zip Code li
e |

I E Personal Info I;‘J Brass Keysl @ Image Summaryl e F‘altltlonsl

Badge Type IContractor E‘l
Badge Status IF‘CTIVE Tﬂl

Stark Date |12/31/200 -"12-00-00 =]
]
Expire Date | Si28/2007 vl

Department

Click here ko capture Badge

Search Results

| |

4]

Hame Phone Phota
Card Number Status Pincode | Issue Date | ExpireDate | Ca
12344 Active 1234 872612006 gy26/2007 Diemc

L]
[E134113  visDT500864 P [

I Event Procedures Ready

@ QlFUnnect\un successful,

6. To add additional badgeholder records use the Badge/New menu or the New Badge icon. These will

both open the Badge Manager wizard.

ﬂ Pro -Watch 3 - [Badging : Badge 1-1 Selected: 1 {2 Totall
3 File | Badge Edit View MNavigatz Cards Window Help

&= =

Multiple Mew Badge. ..

Print...
Prink Presiew
Process Images...

Chr+P

Take Photo

Import Phato, ..
Irnport Signature, .
Zapture Signature

Set Capture Device

IECER -

E Personal Infa |;‘3 H

¥ Image Summalyl | F'artitions|

] First Mame |J°h” Badge Tvp
Do
Last Mame Rarne Skat

Step 5 — Users
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a. Add users

1. To add software users either click Add new System user or go to Database Configuration,
highlight Users, and right-click the screen.

Permissions Manager

The Permissions Manager allows the users the ahility to
guickly create and administer program permissions to
users through the use of canned profiles and Add & new Svstem User

canfiguration wizards Heres
Add a new System User

i PRI I ar o
Ly Shatus Groups

----- @ Time Zones

Mew Users... |

2. Both ways will open the Pro-Watch User Manager wizard.

Pro-Watch User Manager =

Welcome ko the Pro-Watch User Manager

User Logon Mame
User First Mame User Last Mame

[

%' This User will have a customized permission scheme

[” Badging [ Database [ Reports

™ Hardware ™ Monitoring I™" Administration

" This User will use the Follawing permission scheme

Hardware Administrator j

f{exk | Cancel |

3. The User Logon Name is the name with which the user logs into windows. Make sure your entry is
identical to the Windows name. The next two boxes are simply first and last name so you can
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identify the person. The bottom two thirds of the window are new to this release of Pro-Watch. Now
you only have to select what this person will be doing in the software and Pro-Watch will assign all

of the necessary privileges.

Pro-Watch User Manager )

Welcome ko the Pro-Watch User Manager

Uset Logon Marme
I jdoe

User First Mame
IJDhn

User Last Mame
I Dcle|

{* This User will have a customized permission scheme
[ Badging [ Database

™ Hardware ™ Monitoring

H Feports
[ Administration

= This User will use the Following permission scheme

Hardware Adminiskrakor j

MWexk

Cancel

You can use customized permission choices, or...

% This User will have a customized permission scheme
v Badging

¥ Hardware [ Monitaring

[ Reporks
™ Administration

...you can use the pre-made user levels.

* This User will use the following permission scheme

Click Next.

4. This is the last screen. Move the names of the workstations that this person will use to log in to the
bottom window. Highlight them and click Add or double-click the workstation.
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W'elcome to the Pro-\Watch User Manager

Available Workstations Add |

Marne | Description |
B \v16des00864 Pro-watch Server add &l

Selected Workstations

Marne | [escription |

Back. | Firish | Cancel

5. After moving the workstation names click Finish.

Pro-Watch User Manager L

Welcome to the Pro-watch User Manager

Available Workstations Add

Mame | Description |

&dd all

Delete

g

Selected Waorkstations

Mame | Description |
B kv 16desn0ass Pro-Watch Server

Back. Firish Cancel

6. When you look at Database Configuration/Users you will see the new user.
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----- =E Routing Groups
----- % Stakus Groups

Q Tirne Zones

2% Users

----- =) wWorkstation =

1
-y Keyboard Accelerator ;I
% Map Files
Madem Pools Jeff Me Jeff Schweartz John Doe
----- E Partitions
B3 Pathiway

If you open that user’s record you can see the programs to which the user has rights. If you want to
customize the rights even more you can grant or revoke additional privileges by highlighting the
program and using the buttons on the right.

Editusers x|

73 Alam Pages | @ Badge Profiles | Event Procedures I
% Eventview Columnz I ?/: F.eystroke Accelerators I Ewent Toolbars I M Partitions I

i Uzer Information | cd_r Device Status Filtering

| Programs I

Wharkstations | =E Routing Groups

— Define Uzer Programs and Funchions

E-4. Programs
o Adminiztration
o alarm & Event Monitaning
=W E adge Maintenance
El [ Badge Fields Maintenance
©L P Add - GRANT

o B Delete - GRAMT

L P Duery - GRANT
¢ b B Update - GRANT
G Badge Maintenance
{:l Badge Profiles
E]---o D atabaze Configuration
o Hardware Configuration

o Fieparting

Add Program... |
Add Functiorn.. |
Add/Grant Al |
Edlit... |
Delete/Hevert |
[rant |
Hevoke |
Revert To Class |
Hevert o Default |

o |

Cancel |

7. Check the rest of the tabs to be sure that this user is configured correctly. Click OK to close and save

this record.
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Step 6 — Backups
a. Making a Backup.

1. To make a backup of the active database, use the link on the Manage Your Server page.

Manage Your Server

Server: KY160Ta00864

Badge Manager —
Tools and Utilities

The Badge manager allows users the ability to create &dd a new Badge Record

and control badges and access credentials thraugh Vi B A

the use of easy to use configuration wizards g Bady indows Event Manager
Get Help On Badge Records Dok abaes Eadamilbie

Pro-Watch Event Manager

[Database Backup Utilicy |~

2. Clicking the link will open the Pro-Watch Database Manager screen. Click the + sign on the menu.

'__.‘T; Pro-Watch Database Manager = | E||1|
Console  Tools  Help
[ Pro-watch SQL Servers =]

Eé KY160TS00864

|
lelzat1a [ 2

3. Highlight Backup Database.
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Console  Tools  Help

E Pro-Watch SOL Servers
Ehb K¥16DT500364

Ej Backup Database
: EE] Restore Database

s Device Maintenance
i Schedule Maintenance

Honeywell

=101 %]

Database: I PyWhT hd l

Name: |F'WNT backup

Description: |
Enterprise  Complete Database Backup
" Differential Datahase Backup
 Transaction Log Backup

 File and Filegroup Backup

& Backup To Disk Backup To Tape

=l

le134119 [kv1e0TS00884 2

4. Use the Description box to give the backup a name. Decide whether it is going to be a complete or
differential backup, and whether it will be backed up to disk or to tape. Click Next.

Database: I PYWYINT "l

Name: |F'WNT backup

Description: |DEEEBDE_CUmpIete
Enterprise © Complete Database Backup
" Differential Database Backup

 Transaction Log Backup
* File and Filegroup Backup

* Backup To Disk " Backup To Tape

5. Backup to disk was selected so use the ellipsis button the search for a location to put the file.
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© Device IND Devices Definedj

& File | D

Overwrite: & Append to Media

 Owerwrite Existing Media

E| Schedule >> | | Ciptions »> | | Backup Database Now

6. After the file name is entered, select Append to Media or Overwrite Existing Media. Then click
Backup Database Now.

 Device IND Devices Definedj

& File |E:\zip\D82E|DE_complete D

Overwrite: & Append to Media

 Overwrite Existing Media

E| Schedule >> || Options »> || Backup Database Now

[~

|e134119 [kv16DTS00864 4

7. You should see the progress bar move to the right.
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Fl

. Lo~ - (I

Pro-Watch Database Backup x|

Backup in progress. .

Backing up Database: PWHT to Dewvice:
[E:%2iph082806_complete]

|| g Media

Cancel

E | Schedule »» | ‘ Options »» | | Backup Database Now

8. When the completed message displays, click OK.

1 J Database backup completed,

Step 6 — Backups
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a. Schedule a weekly backup

This part is optional but we recommend that a weekly backup be created on a different drive just in case
other backups are done by the end user.

1. Use the link on the Manage Your Server page to open the backup routine.

Badge Manager

Tools and Wtilities

The Badge manager allows users the ability to create Add a new Badge Record
and control hadaes and access credentials through i SRR BaE e R SLE e
the uze of easy to use configuration wizards i Windows Event Manager

Get Help On Badge Records Bt o s P b B

Pro-Watch Event Manager

—|Database Backup Ukilicy |_
2. Click the + sign on the menu.
I8/
Console  Tools Help
Pro-Watch SOL Servers ;I
- [y Kr16DTSO0RE4
A

SEECIIE

3. Give the backup a name and a description. Select Complete Database Backup and Backup to
Disk. Click Next.
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EZ Pro-Watch Database Manager j o =] |

Console  Tools  Help
Pro-WWatch SOL Servers

=1 [y xr1soTS00884

& Backup Database
EE] Restore Database

Device Maintenance
% Database: I PYWNT 'l

Schedule Maintenance
Name: |F'WNT backup

Description: |Week|y Cornplete|
Enterprise * Complete Database Backup
" Differential Database Backup
 Transaction Log Backup

 File and Filegroup Backup

= Backup To Disk " Backup To Tape

=l

|e134119 [kvisDTS00BE4

4. Use the ellipsis to search for a location for the file. Choose a location on a different disk drive if
possible. After entering the file name, click Schedule.

EZ Pro-watch Database Manager y -10] x|

Console  Tools  Help
Pro-‘Watch SQL Servers
Ehb KY16DT500564

& Backup Database
EE] Restore Database

Device Maintenance
Schedule Maintenance

Wigw
 Device IND Devices Defined 'l

* File IE:\PWNT_WeekIy_CDmpIete D

Overwrite: @& Append to Media

© Overwrite Existing Media

E | Schedule >> | | Options >> | | Backup Database Now

E

2134119 |KY¥16DTSO0364 2
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5. Set up a schedule that runs sometime after working hours.

EZ Pro-watch Database Manager =3 x|

Console  Tools  Help

._'."j Pro-watch SOL Servers
=I- [y KvieoTs00854

@ Backup Database
Ef_:] Restore Database

Device Maintenance
Schedule Maintenance Schedule Name: [PYWNT backup

* Daily

% Recurring Backup C Weekly Fvery |MMonday 'l

" Monthly Every |5t 'l On the

0ccursat:|12 'l oo '”AM ¥

On Date:IDB 'l 28 '”2006 'l
AtTime:|12 vl 0o VHAM vl

" One Time Backup

Cancel | | Save Scheduled Backup |

=

|e134119 [K¥16DTS00364 4

6. We have chosen a recurring backup to be done every Saturday at 3:10 am. Click Save Scheduled
Backup.

EZ pro-watch Database Manager 101 x|

Console  Tools  Help
Pro-\Watch SGL Servers

=) [y k1eDTS00864

& Backup Database
E:_] Restore Database

| Device Maintenance
i Schedule Maintenance Schedule Name: |PWHNT backup

 Daily
' Recurring Backup = Weekly Every ISaturday vl
© Monthly Every |1St 'l On the

Oceurs at: |D3 'l Iw 'l IAM 'l

On Date:IDB '”28 '”2005 'I
AtTime:|12 '”DD '”AM 'l

" One Time Backup

Cancel || Sawve Scheduled Backup |

i

|e134119 [K¥16DTS00564 4
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7. Once it’s saved, highlight Scheduled Maintenance. Your new schedule backup should appear in the

list. To disable it, remove the checkmark from the Enabled? column. To edit the schedule, double-
click Job Name.

EZ Pro-Watch Database Manager

=1 3]
Console  Tools Help

Pro-Wakch SOL Servers
Ehb K¥16DTS00864
------ & Backup Database
EE] Restore Database
£ DevE antEatce Job Name Schedule Description Enabled?  Delete
fas Schedule Maintenance
PWNT backup Recurring Wieekly on Saturday at#:10AM v O
PUNT biackup Weekly Recurting Weekly on Friday at 12:004M v B
Delete Selected Jobs
le134119 [ky16DTS00864 2

8. Your scheduled backup is now complete. Make sure that the SQL Server Agent is running.

§0 SOL Server Service Manager o ] |
Server |r=:*r1 EDTE00854 |
Services: ISI]L Server Agent j

Refrezh services. .. |
m Start/Continue
|| Bauze
[ | Stop
V¥ to-start zervice when 05 starts
|F|unning - SAESTEDTRO02ES - SOLServerbgent

Page 49 of 49 www.securityhoneywell.com



	Adding or Editing Holidays
	Information Tab

