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1 Preface
1.1 About this Document

This application note is intended to provide a description about how diagnostic events are pre-
sented in the engineering tool for the industrial network PROFIBUS.

It is divided into two parts:

Part one provides a short overview of the Anybus CompactCom 40 Diagnostic Object (02h) and
its diagnostic events. Part two is an example, showing how to get diagnostic messages dis-
played for PROFIBUS using the PLC engineering tool Siemens SIMATIC STEP 7 V5.5.

1.1.1 Target Audience
This document is meant for trained and skilled personnel working with the equipment described.

You need electrical engineering skills for the installation and commissioning of electrical
equipment.

You also need general knowledge of automation and programmable logic controllers, in particu-
lar about Siemens SIMATIC software. Additionally, knowledge on the PROFIBUS industrial
fieldbus protocol and the Anybus CompactCom object model is necessary.

1.2 History
Revision Date Description Responsible
1.0 2016-10-17 First version OLB
1.1 2016-12–01 Converted to DOX KaD

1.3 Referenced Documents
Description Name / Type Version
HMS Starter Kit HMS Development Board 2

Rev 1.07 P/N
0314-1.1.1

Anybus CompactCom 40
module

ABCC-M40-DPV1 P/N V.1.04

Siemens S7 PLC PROFIBUS CPU 315-2 PN/DP V 3.2.10
GSD-file for the Anybus
CompactCom ABCC-M40-
DPV1

HMS_1815.gsd 1.5

ABCC_40_PROFIBUS_DP-
V1

Network Guide V1.30

ABCC Software Design
guide

Software Guide V3.0

PC with Siemens PLC pro-
gramming software

Siemens SIMATIC STEP 7 V.5.5 + SP4

How to configure an Anybus
Profibus slave module with
Siemens Step 7

Application note 2.1

Profile Guidelines, Part 3 Di-
agnostics, Alarms and Time
Stamping

PROFIBUS Network Specification
/Profile Guidelines

Version 1.0

IDE KEIL uVision 5 V5.20
Anybus CompactCom Driver Anybus CompactCom Host Application Ex-

ample Code
V2.01

Anybus CompactCom 40 Diagnostic Events for PROFIBUS SCM-1202–025 1.1



Preface 4 (28)

1.4 More Information about Networks and Products
The latest manuals and GSD files can be found on the HMS website, www.anybus.com

The PROFIBUS user organisation has a website on the Internet, www.profibus.org. Several
technical guides are available in or via this site.

1.5 Trademark Information
Anybus® is a registered trademark of HMS Industrial Networks AB.

All other trademarks are the property of their respective holders.
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2 General Information
Diagnostics is an important feature in industrial automation, production automation and process
automation. Diagnostics helps to manage maintenance, avoid damage and increase the reli-
ability of the installations, reduce downtimes and – at the end — save money.

This document describes how the user of the Anybus CompactCom 40 PROFIBUS DP-V1 can
use its features to create valuable diagnostics describing the state of a field device where the
CompactCom is implemented.
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3 The Diagnostic Object
The Anybus CompactCom concept is based on an object model.

For detailed information about this, please refer to the Anybus CompactCom 40 Software De-
sign Guide.

For creating diagnostics (information from a field device to a PLC) the CompactCom concept
contains the diagnostic object (02h) which is located inside the CompactCom. A diagnostic
event is created by sending a create (03h) command to the diagnostic object (02h) of the
CompactCom.

The Anybus CompactCom PROFIBUS DP-V1 contains an additional diagnostic object called
PROFIBUS DP-V0 Diagnostic Object (10h) which has to be used if the CompactCom is used
as a DP-V0 interface.

Focus of this application note is creating diagnostics using the CompactCom as a DP-V1
interface exclusively.

This application note also describes the extended diagnostics possibilities offered by
the CompactCom, for standard implementation without implementing the Modular De-
vice Object.

3.1 Create a Diagnostic Event
At the beginning the diagnostic object (02h) is empty. The process of reporting a diagnostic to
the network starts in the host application. For that a create (03h) event command message is
sent from the host application to the diagnostic object (02h).

The CompactCom will internally create a new instance inside the diagnostic object (02h). This
new instance corresponds to a diagnostic event.

The create (03h) command must contain info for describing the diagnostic event: a Severity
(CMDExt[0]) and an Event Code (CMDExt[1]). The severity indicates how critical the event is
and if it will recover by itself or not. CMDExt[0] additionally contains a bit called Extended Diag-
nostic, which informs the CompactCom if the event message contains additional user specific
data. If the Extended Diagnostic bit is set, the additional user specific data will be found in
MsgData[0..7], and the network specific data will follow in MsgData[8..n].

An Event Code informs about the nature of the event for example temperature (40h).
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3.2 Severity Codes of Diagnostic Events
The following severity codes are defined for the CompactCom:

Typically, recoverable events are generated by the process e.g. if a temperature exceeds a limit
value defined by the device manufacturer (e.g. internal temperature of the device exceeds 50°
C). The character of this event is typically a warning when the event is defined as minor. The
temperature of the device is recoverable as the device can cool down again when some heat
producers are cut off.

The device manufacturer will add amajor recoverable event when he wants to inform the PLC
that the temperature has reached a critical high temperature which can damage the device.

An unrecoverable diagnostic event is typically created when the device detects that a sensor
is broken. The sensor has to be replaced, it will - normally – not recover by itself. If the device
has only one sensor and this sensor is broken the device will create amajor unrecoverable
event. The device has to be stopped and to be repaired (replace the broken sensor) before
used again otherwise there will be a big risk that the device will be damaged after restart. If the
device has some redundant sensors it will create aminor unrecoverable event informing the
users that the broken sensor should be replaced by another one within the next scheduled
inspection.

Minor latching andmajor latching allow the creation of latching diagnostic event.

Latching events trigger alarms on PROFIBUS. See Diagnostics Alarm, p. 12 for more informa-
tion. The latching events remain active until explicitly acknowledged by the network master. If
the network does not support acknowledgment of latching diagnostic events, the module shall
refuse the creation of latching diagnostic events.

When the network master acknowledges one or more latching events, the module shall send a
“Reset Diagnostic” request to the application object (FFh). The request contains a list of diag-
nostic instances which the master wishes to acknowledge. The application object shall respond
with a list of diagnostic instances which it allows the module to delete. The module will then de-
lete the allowed instances, and report the appropriate information to the network master.
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For more information, see the Software Design Guide and the Network Guide of Anybus Com-
pactCom 40 device.

The device manufacturer has to define which event will be reported as a diagnostic
event to the PLC and which severity has to be used.

3.3 Anybus CompactCom Event Codes
The table below shows a list of the event codes applicable for Anybus CompactCom 40 device.

The event code FFh is used if network specific diagnostics are reported (not considered within
this application note).
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4 PROFIBUS Diagnostics
This section shows how PROFIBUS handles diagnostic data.

PROFIBUS provides two types of diagnostics: Standard Diagnostics and Extended
Diagnostics

Standard Diagnostics provide general information about the device type and a flag when Ex-
tended Diagnostics are present (more details see “Standard Diagnostics” below).

Extended Diagnostics report more precisely the origin of the error and the type of error and
differs 3 types:

Device Related Diagnostics, Identifier Related Diagnostics, Channel Related Diagnostics

A Channel Related Diagnostics is related to one channel (signal input, or output) of a slave or a
module of a slave. Identifier Related Diagnostics is related to modules of a slave.

Within the scope of this application note is the Device Related Diagnostics.

Device Related Diagnostics can be diagnostics alarm or status messages (details see
below).

For more details about diagnostics mechanisms of PROFIBUS DP Diagnostics see PROFIBUS
profile guidelines part 3: Diagnostics, Alarms and Time Stamping.

4.1 Standard Diagnostics
It consists of 6 octets. Their meaning is specified in the standard and is fixed. The diagnostics
information is related to the communication layer and covers diagnostics scenarios such as the
device identification, communication mode information (FREEZE, SYNC), readiness, availabil-
ities, watchdogs, and parameterization and configuration faults.
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4.2 Extended Diagnostics
Here only the Device Related Diagnostics - one of the three possible types of Extended Diag-
nostics - is presented.

Device Related Diagnostics is divided into two types: Diagnostics Alarm and Status.

4.2.1 Diagnostics Alarm
The Diagnostics Alarm covers failures and errors of slave technology in a more detailed way
as shown in the following:

The CompactCom will create an Extended Diagnostics Alarm when the host application selects
latching severities in the create event command.
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4.2.2 Status
The Extended Diagnostics Status provides several different Status Types, e.g. Status_Mes-
sage, Modul_Status, … Within this application note the Status_Type Status_Message is in
focus.

The CompactCom will create an Extended Diagnostics Status with the Status_Type Status_
Message (value of Octet n+1 = 81h) when the host application selects recoverable / unrecov-
erable severities in the create event command (as long as the Modular Device Object is not
implemented on host application side).
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5 Application Example
In this example we are using the Anybus CompactCom 40 Starter Kit in which we integrate the
Anybus CompactCom 40 device. We use the host application example code for the windows
platform simulating the host application. We also run the automation engineering tool SIMATIC
STEP 7 by Siemens, for configuring the PLC. In this example we employ a S7 PLC-CPU 315-2
PN/DP controller. The engineering tool will also report the diagnostic events sent by the Com-
pactCom device to the PLC.

The host application example code can be found here: Host application sample code.

Fig. 1 Hardware Connection Overview

The following section will explain what has to be done from the application side to make the
CompactCom PROFIBUS device start to send Device Related Diagnostics to the network
master.

Each diagnostic event created by the host application - independent of whether the
bit Extended Diagnostics of CMDExt[0] is set or not - will be reported as
Extended Diagnostics on PROFIBUS.
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5.1 Code Sample for Creating a Diagnostic Event
This sample is intended to show how to create a diagnostic event in the CompactCom, using
the CompactCom host application example code. The example below shows the structure of a
create (03h) event command message that generates a diagnostic event defined asminor re-
coverable for the event code voltage.

The section 6.1 will show how this event is displayed on STEP 7.

The create (03h) event command above has created a diagnostic event including the severity
code (minor recoverable (0x00)) and the event code (the voltage (0x30)).

The message data field contains 8 octets.

The first and second message data octets (indices 0 and 1) indicate the slot affected by the
event -in this example they are set to the default value “0”-. The third and fourth message data
octets (indices 2 and 3) reveal which process data (ADI) is involved –here set to “0” because it
is not associated with any particular ADI-.

The fifth message data octet (index 4) signals which element of the ADI is concerned –here set
to “255” because it is associated with the entire ADI-. The sixth octet (index 5) tells which bit of
the element is affected –here set to “255” because it is associated with the entire element-. The
seventh and eighth octets (indices 6 and 7) are reserved.

See section 12.4 in the Anybus CompactCom 40 Software Design Guide and the network guide
for more details.
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6 Relation Between Severity / Event Code and
PROFIBUS GSD Files
The PROFIBUS GSD file of the ABCC contains a section called Status diagnostic messages
where alarm diagnostics or status messages are defined and in this area is done the relation
between Severity and Event Code of the diagnostic event created by the host application and
the text (Diag_Texts) which will be displayed in the engineering tool environment (SIMATIC
STEP 7).
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Between the keywords Unit_Diag_Area and Unit_Diag_Area_End the assignment of values in
the bit fields to texts is done. These values are in decimal format.

The Unit_Diag_Area is that part of the diagnostics frame which follows the header and counts
the bits starting with 1 for bit 0 of the “Type” octet:

Anybus CompactCom 40 Diagnostic Events for PROFIBUS SCM-1202–025 1.1



Bits 0 to 7 of the Unit_Diag_Area refer to Octet n+1 (Status_Type / Alarm_Type) and define the
type of the diagnostics: alarm or status.

In case of Status bit 7 is set, in case of Alarm bit 7 is cleared.

Bits 8 to 15 of the Unit_Diag_Area refer to Octet n+2 (Slot number) and are not listed explicitly
in the GSD file. The slot number is given by the host application when sending the create event
command.

Bits 16 to 23 of the Unit_Diag_Area refer to Octet n+3 (Status specifier / Alarm specifier).
They inform if an event appears or disappears. This info is updated by the CompactCom inter-
nally, depending on if the host application sent a create or delete event command.
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Bits 24 to 31 of the Unit_Diag_Area refer to Octet n+4 (Status_Data_Description, first octet)
and are listed explicitly in the GSD file and correspond to the value of severity which is given
by the host application when sending the create event command:
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Bits 32 to 39 of the Unit_Diag_Area refer to Octet n+5 (Status_Data_Description, second oc-
tet) and are listed explicitly in the GSD file and correspond to the value of event code which is
given by the host application when sending the create event command.
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7 Readout of Diagnostics in STEP7 V.5.5
A diagnostics event is created in the Anybus CompactCom 40 module. Start the diagnostics
mode in Step 7 in going online by clicking on the button “1” in the picture. Then double-click at
the left upper corner of the Anybus slave device on the button “2” represented in the picture by
the square box attached to the PROFIBUS DP master.

Fig. 2 Step 7 Hardware Diagnostics

Fig. 3 Diagnostics Window

The diagnostics window of the Anybus CompactCom 40 device will be displayed as shown in
figure 4 and available diagnostic information can be read out. The integrated GSD file contains
an area where the user can assign to each diagnostic event created a text.

See also the application note How to configure an Anybus PROFIBUS Slave module with a Sie-
mens Step 7 PLC showing how available diagnostics can be read out in Step 7.
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7.1 Severity: Minor Recoverable and Major Recoverable
The picture presents five active diagnostic events defined asminor recoverable. The diagnos-
tics window below shows the diagnostic information of an Anybus CompactCom 40 device.

Fig. 4 Minor Recoverable

On the left side of the picture for each active diagnostic event the corresponding text is dis-
played. The diagnostic window provides an alternative for reading out diagnostics by means of
the button Hex. Format. When clicking on it the full diagnostic telegram is displayed in hexadec-
imal format as shown on the picture on the right.

The diagnostic telegram is divided into two parts: the standard diagnostics and the extended
diagnostics.

The standard diagnostics contains always 6 octets as shown on the right picture in the red rec-
tangle (“08 0C 00 05 18 15”). The first three octets (“08 0C 00”) named “Status 1”, “Status 2”
and “Status 3” contain status info. The fourth octet (“05”) indicates the master address that we
can also see on the left picture. The fifth (“18”) and sixth octet (“15”) are used for ident number
of the slave. In octet 1 (0x08) of the standard diagnostics bit 3 informs that this diagnostics con-
tains extended diagnostics.
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We will have a deeper look to the extended data now.

The extended diagnostics (e.g. “06 81 00 01 00 30”) fill the diagnostic telegram with additional
blocks from the seventh octet on.

According to Status, p. 13, these bytes have the following meaning:

Octet 1, header 06h
Defining type and length of the diag-
nostic block
00000110b defines the block length
including the header (=> 6)
00000110b defines Device Related
Diagnostics

00 stands for Device Related
Diagnostics
01 stands for Identifier Re-
lated Diagnostics
10 stands for Channel Re-
lated Diagnostics

Octet 2, Status_Type 81h (Status_Message)
Octet 3, Slot_Number 00h (event happened in slot 0)
Octet 4, Status_Specifier 01h (event is coming)
Octet 5...6, Status_Data_Description 00h 30h (user specific diag data)

00h: severity (“Minor, recoverable”)
30h: event code (“Voltage”)

The picture below shows two active diagnostic events defined asmajor recoverable. We pro-
ceed as forminor recoverable to evaluate the diagnostic telegram. The difference is in the user
specific diag data by the severity (Octet 5) and the event code (Octet 6):

Octet 5...6, Status_Data_Description 20h 20h (user specific diag data)
20h: severity (“Major, recoverable”)

Fig. 5 Major Recoverable Diagnostic Messages
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7.2 Severity: Minor Unrecoverable
Figure 6 shows an active diagnostic event defined asminor unrecoverable. In the extended di-
agnostic telegram we can read out from the user specific diag data the information about the se-
verity of the event.

Fig. 6 Minor Unrecoverable Diagnostic Status Message

Octet 5 (0x10) represents the severity code which - in this case - means we are dealing with a
minor unrecoverable event with event code (33h, “Output Voltage”). This diagnostic event can-
not be deleted. A reset of the CompactCom will delete this diagnostic event.

7.3 Severity: Major Unrecoverable
The creation of a major unrecoverable diagnostic event causes the Anybus CompactCom 40
device to enter EXCEPTION state. This results into a disconnection of the device from the net-
work. It is not possible to report any diagnostics. This is confirmed by the picture below. The di-
agnostics window indicates: the device is not available and since the device being
disconnected from bus the diagnostics window of the slave will not display diagnostic events.
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Fig. 7 Disconnection from Network

7.4 Severity: Minor Latching and Major Latching

Fig. 8 Minor Latching Diagnostic Message

The picture above presents an activeminor latching diagnostic event on the left side of the pic-
ture and a deletedminor latching diagnostic event on the right side of the picture. The diagnos-
tic telegram is also divided in standard diagnostics and extended diagnostics.
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The standard diagnostics contains 6 octets like the other types of diagnostic events. In Octet 1
(0x00) of the standard diagnostics bit 3 is not set. This means that latching events will be
handled as alarms whereas non-latching events will be handled as status messages. This
is the main difference between latching and not latching diagnostic events.

Octet 1, header 06h (Device Related Diagnostics)
Octet 2, Status_Type 01h (Diagnostics_Alarm)
Octet 3, Slot_Number 00h (event happened in slot 0)
Octet 4, Status_Specifier 01h (event is coming)

02h (event is going)
Octet 5...6, Status_Data_Description 50h 40h (user specific diag data)

50h: severity (“Minor, recoverable latching”)
40h: event code (“Temperature”)

Anybus CompactCom 40 Diagnostic Events for PROFIBUS SCM-1202–025 1.1



last page

HMS Industrial Networks AB
Box 4126
300 04 Halmstad, Sweden

info@hms.se
© 2016 HMS Industrial Networks AB

SCM-1202–025 1.1.2608 / 2016-12-01 09:28


	1 Preface 
	1.1 About this Document 
	1.1.1 Target Audience 

	1.2 History 
	1.3 Referenced Documents 
	1.4 More Information about Networks and Products 
	1.5 Trademark Information 

	2 General Information 
	3 The Diagnostic Object 
	3.1 Create a Diagnostic Event 
	3.2 Severity Codes of Diagnostic Events 
	3.3 Anybus CompactCom Event Codes 

	4 PROFIBUS Diagnostics 
	4.1 Standard Diagnostics 
	4.2 Extended Diagnostics 
	4.2.1 Diagnostics Alarm 
	4.2.2 Status 


	5 Application Example 
	5.1 Code Sample for Creating a Diagnostic Event 

	6 Relation Between Severity / Event Code and PROFIBUS GSD Files 
	7 Readout of Diagnostics in STEP7 V.5.5 
	7.1 Severity: Minor Recoverable and Major Recoverable 
	7.2 Severity: Minor Unrecoverable 
	7.3 Severity: Major Unrecoverable 
	7.4 Severity: Minor Latching and Major Latching 


