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Solution Overviews - InfoGraphics

" THA
Discover the Benefits of
Using a Policy Driven 1o
Smart Single Sign-On ]
Versusa .

Simple Single Sign-On

A SIMPLESSO vs SMARTSSO @

RO Secure
i A User benefits from the
If the SSO credential S50 experience but risk
is compromised, is mitigated by step up
SN SERCAION S aNE authentication only
vulnerable when required

Lack of Visibliity All Eyes
Unable to track which Ability to monitor logs,
apps are being accessed  see who accesses what,

where and when when, where and how

Policy Driven
Set access polices
per business need,
application sensitivity and
employee function

Open Access
One single access
policy for all users
and applications

Universal
Point Authentication Authentication
User has the same Apply the appropriate
method of authentication MFA or contextual
to access all services authentication method
to each login attempt
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L+ Reasons o Migrate frofm
your Current Selution to S

SafeNet TrustediAccess

Say goodye to

®© C) ~

3 year token Time consuming management &

High costs
renewal cycles maintenance

Say hello to Safenet Trusted Access

Migrating from your current solution
couldn’t be easier

;- Proven technical migration path & Simple pricing model
Use the same technical migration path already Pay one simple all-indusive subscription fee. No
used by hundreds of happy customers. three-year token renewal cycles. Just subscribe,
& LowerTcO and you're done!
g
Reduce your Total Cost of Operation (TCO) with (4 MFPA and Access Management in one solution
intuitive management, simple integrations and Secure all your apps with the best multi-foctor

dloud efficiencies. 100% cloud solution. solution on the market, and offer rusted access
1o all your cloud apps with cloud SSO and
gronular access policies.
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The Silence of the PAMS

Privileged Access Management

AREATTACKSTO
PRIVILEGED ACCOUNTS
DANGEROUS?

Yos. Amackers who gain control of

oo o Thoy b

e et

N

DO PAM SOLUTIO
SECURE PRIVILEGED
ACCOUNTS?

Toa point. A PAM salution can arere |
tha soaurty of priwieged accounts |

crly ifthe T admins accessing the |
sokion have tho right to do sa |

DO ACCESS
MANAGEMENT AND
MULTI-FACTOR
AUTHENTICATION
ENHANCE PAM?

Yas. By onforcing $e right scoess
polkies and strang athontication
methods fossionak login to
the M = £ Management
hop: wakdato that crly the fight peopio
reach your resource.

DOES ACCESS
MANAGEMENT OFFER
USER CONVENIENCE?

—\v/i

N
BREAK THE SILENCE AROUND
THE VULNERABILITY OF YOUR PAM.

authentication can ervich PAM,
=3
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4 Steps to Cloud Actss M

A Practical Step-by-Step Guide to Managing
Cloud Access in your Organization
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Cloud Access
Challenges in the

Enterpris

£

ave become manstren

% Sps 1o Cloud Accews Managament (i
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SafeNet Access Management and

Authentication Solutions
Prevent breaches, secure cloud migration &

simplify compliance

Cloud-based applications play o viial role in fulfiling produciiviy Thales’s award-winning sue of SafeNet Access Management
ond operafional needs In the enterprise. However, as new and Autt solutions allow to eff by
services are odded to on organizations' cloud estate, It manage risk, maintan regulator y compliance, gain visbity into
becomes mere dificull to gain unified visibilty Into cloud access all occess events and simplify the login experience for their users.
evenls, more complex to comply vith regulations and more

cnerous for users o remember muliple credensials. And vath Utilizing policy-based SSO and uaiversal auhensication methods,
doud applications protected, by default, only with weak stosic enterprisas con securely move to the doud while mainiaining
passwords, the risk of a data breach rises. access conlrls to all corporate resowrces, regardiess of the
device being used.
Prevent breaches

Deter unouthorzed access and apply universal outhenfication methods for off apps

Enable cloud transformation securely
Transform your business and operate securely by applying consistent occess polices to ol
on prem and doud apps

Simplify the login experience
Make It simple for users to log Info muliple opps with cloud SSO, elevating trust only when
needed

Simplify compliance
Remain compliant as you grow your environment by sefing polictes that odapt to new
regulafions

| 5 Thales © 2020 Al rights reserved.
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Standards-based Security
Thales's SafeNet Access Management and Authentication
offer unp, based security:

FIPS 140-2 validoted softwore and hardware ickens
Commen Criferia certfied hardware tokens

1SO 27001:2013 accreditason

AICPA SOC-2 recogntion

DSKPP-sacured provisioning of soffware tokens
ANSSI cerffied librarles wehin software tokens
Hardwore-based root of trust

Field-programmable tokens

GLBER

EXCELLENGE

AWARDS
W

s

>thalescpleom< [} M ] n

® Tolas - May20K « VZDB

o S M e SN A (R, et o
Gurope, Middle Eas, AM-&-"@ Loog Crasdon, yeshary Tackghanchi . P"., 80 + Fesdd (01BN + Emat eone sheirhale smasityan

Thales Group Internal

2 Page A4

May 19
V2

THALES



= Solution Overviews

Customer Handbook

THALES

Access
Management
Handbook
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Matching Risk Policies to User Needs
with Cloud Access Management

‘Wherens: fraditional Single Sign-Cin sohfions opply a blonks:
palicy to all iorget resources, oozess management solutions have
emenged o offer the comvenience of 53530 combined with the
fine-groined s=curity offered by customizcble occes plicies.

By apphying 5500 o forget web and cloud applicaiions, whis fre-

furing occess corfrols and autherticolion requinements per spedific
use-cose scenoring, onganizations can offer their e Ficfionbess
access while remoining prolecied, comgpliont and in coniral,

Fine-Grair

2d S50 Access Security

‘When configuring policies for business oritical opplications,
arganizations normally opt for more shingent oocess confroals o
elevoie the osswonce that o user is who they daim 1o be. The some
iz true for securing ocoess by privileged users, remole workess,
enternal consulionts or contraciors and seaxing oocess fom
countries whens your organization doss not nomally do business.
Thess use cose scenorins con be =asily occommodated using
dedicoted, fine-grained ooce=s polices configured for clowd ond
webbased services.

B=mote workers logging in cutside of the coporafe network moy
reapire addifional sutenfication fociors, as compared 1o local

Thales © 2020 All rights reserved.

witkers logging i fram e office. To #is end.a glabal pakcy con
be ==t up, requiing only o domain password for users launching

an 5500 session from within the office, inside the corporoie neteork.
An exception palicy can be odded 1o require an additional
authenticofion focior, such os a one-fime passcode [OTF, for any
wser extemal o the known network, logging in from owside the
office. In this way, users logging in from inside the office, log in

to the 550 session only with a domain password, and caon then
easily move from one opplicotion to ancther [nles configured
ciberwise]. Conversshy, users logging in from cutside the office
would be prompied o enier o second focior inthe form of an OTE

) Cefice 365 @ G Suite &ﬂ"m
s .
CRACLE @ & e

S Yo slack  servcenow

WIRA  XConfluence (5 ShareFis

Applying elevated Access Controls on
Business Critical Applications

Some organizoions may with o offer 550 to most of their
applications, whie requiring =levoied access conirals 4o busines:
crifcal oppicalions that harbor sensfve data or undedie zore
infrastruciure. Addressing this scenaric, IT adminizrators con s=tue

Strategic Value for your Business

Safetet Tused Aooess is o doud occess monagement servios that
offers single sign-on secured by grorulor occess palicy erforcement.

By =rakling IT Adminisingions ho creoile use-cose bosed palicies,
Safetet Tusied Access provides them with flesibilty in protecing
Ih:l orgarizaiion and sensifive opplication: withoul odveraly

o palicy requiting pazsward cnly authenfican for users
their firt opp ot the !ulrdlhﬂlrd:y hn mazeplion pnil:','cnuld
be addad o require addiiiond out forusers

buziness crifca applicaficns. For 2xomple, users could be promphed
4o enter an OTR or opprove a login request pushed io their mobile
device.

Applying elevated Access Controls on
certain Geographic Locations

Crrganizafions concemed oboul access 4o their opplications
originaiing from g=ographic locdtions whers ey don'i fypicaly
do business, con sither deny ocoe s atempl coming in from
idenfified couriries, or they can define more sringent oocess
contrals for these acosss ofiemph. Canfiguring specfic contrals
arourd acces: oliemph origivaing from these counfries, allows
orgarizoiions o monilor ocivity orginating from cerlain looales. Far
exnmple, an exceplion policy could be s=t up jo require muli-facior
autherticafion sach fime o single sign on sesson s sarted from any
of the idenfified geogrophies.

Apply elevated Access Cantrols on
External Consultants

Businesses who with to provide their core imemad wem an 550
euperisnce, whie slevaling occess connols for edemd conmctor
and consubarts, con do so by configuring o palicy based on this user
group, which nequires o second auhentication fockor =ach time o
single sign on session is intimed. n this woy, controcon con sill erjoy
trictizrless aczess o dl e apglications, while IT can slevate fe
assurance level around 550 seasions lounched by this group of usen.

>H|ulmq:|l:nm-t m n n n

the end uzer’ 530 =uperiance.

Gronulor sscepion policies empower [T b increase security
on speciic opplications, geographies or groups of users, while
providing o Fidionles: ooosss joumey o core vsers ond use.coses.

By tailoring access policies bo the seenaric of hand, [T con snare
that policie: ore as shingent or @z lax @z required, prompting for no
aedertials, o single crederdal or multiple credentials =ach fime a
wser logs in ko an B30 se=zion or an individual app.

Ta |-ur.||n mars obout goos=ts munng:memfmm "!ﬂl'!l. wisi

About SafeMet Access Management
and Authentication Solutions

Thales's indusiry-lecxding Acces: Management and Autherficaicn
sclution: led erderprizes ceninally manage and w=cure oczeszio
enterprise IT, web ord cloud-basad opplcations. Utilizing pdicy
based 350 and univeral outhenficafion methods, snhtemprises con
effectivaly prevert breaches, migrobe to the cloud secursly ond

smplify regulatory compliance.

Benefits of Stenario-based

Access Controls

= (CHfer the eorveniznce of S50 withow sacrificing securty

Requine shonger oozess cortrals per 5500 smssion o per

indridud app

Tailor occess policie: per opglicaiion, geogroghy or user group

» Eadly meei mgulatory mandate: by i=ting up dedicated occes:
policies, &.g. FCI D55, GOPR, PSM, EPCS =ic.

+ Canfigurs access policies fo be as shingent or lax as required

.

P Tt e 8 a5 .S o, 4 o R b o - 115 3]+ o B0 vt
Euvope, Middia “Eu“'ﬁl'.‘ H i[ih\‘hh]'ldqh-hllllh Mﬂw mﬁ]mmm.h—l_n:‘au.—qnm
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PKI Porfolio Brochure

Thales affers hersive publi key ink [PK) ozcess
and authers selutions that

provide opfimal levels of security. Supporing @ wide porfoio
of SafeNes IDRime cords ond USB elokens, SofeNet aocess

and auth ol the proper
seaniycunhdsumnplunebmﬂyhdeﬂﬂydmcnd
3 security

digtal :gmngandemyp:demalonwvypcdeﬁcpm
mobile device.

Thales PXl solutions serve many use
cases:

= [

Physicol /logical Access Digind Signanre
52 (]
Enci Encryprion Encpeirt Prerecicn

Thales © 2020 All rights reserved.

Appiicable for a variety of vertical industries.

s O

Hoakhcars Low Enforcemant

£ _m

Cricel

Thales PKI Portfolio at a glance
Management

. ———— Card Menagement Sysiem

Middleware
x ___ 1 SaleNe Aubenicaion Cliers
' | SaleNe: Minidriver
Authenticators
| P Tokers
/ [E] ———-] PKI Smort Cords
L ! Smar Card Readers

Management

The reed to securely and fimely monoge users and cuthenficalors
iz importan w*l any PKl.bosed deplnymerL Thales offers the:
most

sydems systems to administer, menior, and manoge
s&ong authenlicofion d:doymenu and digitd signing ocross te
organizabon.

Middleware

Thales middleware encbles grong oubertication operofions
and the mplementation of cedificate-bosed opplicafons such
a: digécl sgring, network logon and password menogement.
Becouze nat every organizoion hos fe same needs, we bave o
full middiewcre clent sclution, as well as o light-weight minidriver
opfion fat is fully inlegroted an Windows.
A M
+ ScieNet Autherficction Chent:
Full manogement solufion, providing full locol admin cnd
=upport for adh d cord and token everts
ond deployment

Light Management Functionality
+ SafeNet Miridriver
Authenticators

Thales's broad porfolic of PKI-based auhenticators, induding
SafeNet multi-foctor solutions, offers o veriety of opfons including
contoct cords with a wide choice of card body opfions and
NFC and USB tokens and seaxe dorage

About SafeNet Access Management
and Authentication Solutions

Thales's induziry- leading Access Management and Authentication
solufions let enterprizes centrally manage and secure access o
enterprise [T, web ard dowd based uppbdmns \Xl‘zrg policy-
based S5O and universal authenti ethods,

effectively prevent breaches, migrote to the doud securely and
smplity regulctory compliance

Authenticators-Form Factors
Gemalio offers a bread renge of form fodiors, alowing customess 1o oddress numerous use cases and levels of assrance.

] o .
‘ Readers
| =

+ Conkoct/Centachees / SafeNet eToken 5110

, SafeNet eToken 5300

a IDBrdge CR/CTx

FIPS and CC Cestified

\ A

>nu-=plm< ﬂn'l.

s b, Sam oz, 00 Tkl AT 6K o +1 954 238 00 + s-»m.m: + Emat ses@bdu on

T~ e A U el P i
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CyberArk Privileged Access Security
Solution and SafeNet Trusted Access

The Solution
The best protecicn agains the uze of golen or oberwise

compromised credentials is #rong odoptive cocess controls and
mulfi-focior authentootion that block atfockers witwout disupling

legitimae users. Deploying multi-locior cuthenticaton ond occess
controls cide organizoions in thwaring o wide range of breach
ofiempts by miigating the potential of credental abuza - including
pass-the-hadh atfocks, bae focce atiacks and more.

SafeNet Tusted Access inlegrates easity with CyberArk to provide
an elegant solufion that balonces securty and usakilty to protect
privieged cccounts from mizuse of the idenfity perimeder.

Thales sclufions are ofered as o cloud wwnvice ymplfyng

o d enciling crg: i and
rapidly deploy a srong layer of securty wnhnub any additiond
infrasiruciure invesment.

N

N

Net Trusted ,ﬁ‘rco" and
erArk Togeth

SaleNet Tnsted Access enables cdminisirators fo create conlext-
based, odoptive ccosss policies thal evaluale risk condifions and
volidates uzers by enforcing drong cuhentication where needed,
ensuring e right praple hove occess under the right condifions.
A zimplfied user portal provides end users with a sngle access
point 1o ofl configured applicotons, while granular cocess
policies enhance securdy on sersitive apps, providing users with

r]:

L

>

an S50 experience without compromising secutity or relying on
#ofic passwords. By sefing up SaleNet Tnzted Access asan
IDP for CybesArk odminigrators can easly add a layer of srong
authenficaion jo CyberArk's privileged account security, profecting
access o privieged accounts. This oddiional layer of seauriy
does not diupt e user expesience — in fad, it enhances it by
providing authorzed privieged users with srde sign-on cccess o
! and acgoss the =

About SafeNet A
and re,[hE'I'IC—EZD Solu I'o
Thales's indusry- lecding Access Managemen and Authentizaton

schufions bet enterprises centrally manage and secure cocess lo
enterprize [T, web and doud bazed applicafions. Uiliing policy
bazed S5O ond univernal authenticafon methads, enterprzes con
effectively prevent breaches, migrate to the doud securely and
smplify regulatory complionce.

About Cyberark

CyberArk is f= global leader in privileged account security, a
critical layer of IT securty to protect data, infrastudiure, and aszets
across the enterprize, in e doud ond fuoughout the DevOgs
pipeline. CyberArk defivers the indusiry's most complete sclufion to
rechucing the risk created by privieged oredentiols ond secrets. The
company is trusied by the workd's leoding cepanizaficns, inclding
mare than 50 parcert of the fortune 100, fo protect against exiesnal
attackers and malicious insiders. For more info, visit cyberark com.

2 Page A4
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Priviloged

Today's crganizations cre consiontly urder the threat of socal ¢or 1 Benofitc A
engineering and phishing atiocks which result in compromised user Ke 4 oene fits i
idenfiies and lead to costly security breaches. Thales ond CyberAsk
work tagether o minimize the risks associated with hijocked \2) Adaphive Access FAexible .
cedersials, by making it possible for orgarizatons to erforce i Work8 ‘ ‘ T viiae
occess managemert, S50 and mulfi-focior auhenticaticn of the * -
point of peivileged access by validofing identies and enforcing « Secwre occessto the «+ Enable administrators o
access controls CyberAsk sclution with have dfferert cubentication
minimal disrupfion 10 users workflows based on Sgamazm
The Challenge o applconian of =
N eng bersta
O e e

Securing users witin an environment is becoming a cucial

companert 1o ansuring the securty measures pu in lace offer ==
complete protection. Applcations and systems that are lmited 1o Simplified § I Sern i THALES
@ usesname and pamword, are no longer aficient to protect your Authenticati @ E hi
data and cpplicatons. ) "3 9 SAML

« Automated work « Extend single-sign-on ecames "= ACpoicy estrcamey
User identifies are one of the primary atack me'“'?"id Rowes provide flexitle authenticaion to the Attockar with S i
by ctackess' inlent on breadhing on orgarizaton and stecling aulhesiicoion oplions 15 CyberAk soluion and sokon crodentials i
senstive resources. While any stalen user identty con have real secure users mi $ doud appk , enbing
consequences, peivileged accounts are the primary torget, os ey reliance on paswords cenirakzed, secur occess
provide unh d access o an org ion. To proted fh 2 with a proteced ideréty

organizations mus implement  way 1o secure theswe senséive
cccounts and frock fre sysiems fiof they are accessng.

>Mnscp(:un< mn"“

‘Eacaty . 7840 Joncxcn ke, ﬂ-l‘dl"ﬂﬂ&.ol’ul.m Fec+1 3%

A-Hll &%ﬁﬂ&lhl“ﬂﬂ%& mlﬂﬂl ’l‘*-F

©hoki-May X+ BBul

L .
2 2815 830 = 32 WIS
* e+ (TH84 285!
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How to become CJIS Compliant with
SafeNet Trusted Access

Introduction

Cybengime iz recognized by e LS federal goverment oz being
amajor thret fo economic and nofiondl securty. Indeed, numasus
qbﬂmm&smnhdmhmnmhmzbemﬁmdu
governmers ard zate bodiaz. Arthe fortine of cime prevertion,

Benefits

+ Fully automated—Feducing the ime and coz of provisioring,
admirisination, and management of users and sokens.

+ Widest token choice—Harawars, m{lwue M3, cerficoe,
PK]-busbdu'\d pazswordles: qutenficafion soudons

hwm‘ummuyﬁsumw}mﬁmnsmkv' il

tate mtiche uze comez ond risk levels

threats, ond events which could undesmine their professional obiifes.

hncd:rbefwmﬂmfluwm'umeﬂ:nrumopum:ncm
environment, the Crimindl lustice Informafion Senvices

Palicy [IC)I15-5P] defines requiremerne: of fimely cvailobilioy of shar=d
irformation and data corfidentialty. The ClIS-SF must be odhered
50 by amy ongarnizoiion tat exchanges criming reconds, including
dllocal, sate, and fedardl agencies that access and handle
criminal justice information through i Heoyde—fom creafion
through dissamination, whather o rest ocin fransit.

(JIS Authentication Reguirements

To become comphiart with CIS-57 |ow enforcamert ogences
need to implament advanced outhertcation |secfion 5.6.2.7) for
cmses where the risk of unouthorized aecess is high.

In arder fo successhlly poss the tiennial compliancs and
security audits by the FBI CJIS Division, CIIS-5P provides a bz of
odvanced authentication methods that ogencies can implement,
Below are some guidelines that provide insight inso how ta select
the advanced authentication mesthod that iz mast cppropriate to
your agency.

Thales © 2020 All rights reserved.

. Luwm—ﬁuchugﬂ':bdm!dupuﬁmmrpu:db
mﬁm|muﬂuﬁcﬁmmr&

 Scalability—# comprehensive zolufion prepored for growih
ard svolving reads based on the ropid changes in the freae
landscope.

Choosing an Advanced Access

Management and Authentication
Solution

Consider a sohufion that offers o choice of 2FA [heo foctar

chasmmmmduuﬂuﬁodimmhim*mu“ﬂs

a2 rmngs of muli fncter suhanticotion mashads and feem foctars

allows crganizetions to oddres: diferent levelz of cxwrance b alo

lets | enforcement ofices choose their outhensication method

&pﬂl&gmﬁuu;ﬂrpﬁ:ﬁmuﬂmﬂymﬂds

Consider a solution that will allow you
to meet CJIS schedules in a timely
manner

Senvice-bazed zoluions that do not reguire ssgenzgve infrazructune
invesmerts cllow ogendes to dhoren Sme to dephoymens
corziderably Marsoves, serize-bsed sshiions sffer seslobity
ana flmérilig fom o budget ard uzer marsgamant parpesie.

Consider a solution that meets
expectations.
Trare ars ssvens fmooe that lower the m'efdimpluneﬂuﬁcm and
nunning costs of an aco=zs managemeart and outherfication salution:
+ Ausomosed maragement workflows: Acces: mancgement and
authersication salufions that offer automai=d provizioning and
automaied mlcﬂmwp.cul,-mq:n lowmr maragement
+ Selfservice partals: Offering comprehersive selfcenvice
;...dm,bmam|m|.apagcm|,,u|mng.lm
o manage ongoing odministrative fazks themsahes
+ Service-bosed delivery: Seryice-bazed soluions elmingse
infraztructurs imvezmmertz and maintenance cost, :g'fu::m‘,'
lorwmring the tosal coas of oparcions and ownechic.

About SafeMNet Access Management
an:l Authentication Solutions for CJIS
compliance

Safeles Tneed Acces enbles low erforcement agencies i meet
the IS Security Pokicy for dvanced auhenfosion with a flly
nmumubdnnnguu{'ﬂric:immllonfmambedelimmdusu
doud-based senvics or insralled in @ local datg centee

Sofeler Tnmed Azces: oddrezses nomemas use coses, oomrones
levels, and threat vectors with unifisd, czrrally manoged policies—
maraged from one cuhentication back and dafivered in e doud

Of on-premises.

Safeiles Tneted Access offers Lilly cutomcsed provisioning, and
user and token adminiziation, sgrdicardy reducing management
averhead ard irvesmant: camparsd s ractioral autherscation
selutiznz, Safelas A thenfozsion Scluion: suppan the broodex
rangs of authenticafion meshods and form fodor—all of which
mast e ClIS reaui for adverced cuthent L

boctin b, S g, CAFSIM A = H-OIIIJImIOHHIﬂM For+] B30 E211 »

ol soler e xa
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Supparted Authentication Methods
TR Fush

TP Solrware

(OTF Hardware

Forem-bozsd Authendotion

Cut-obband via email ond SMS tedt mezsages
Pozsword

Kaberoz

Coogle Auherticator

Pl Comdarficl:

Posswordless Auhenticasion

Biometric

Jed Pty

Easily extend MFA to cloud apps

SafeMet Trusted Access Manogement AND multi foctor
authentication in One

‘Wi Sofalet Tusted Azces: businesses ger e best of both
word:—a broad lungeofmll\ericuﬁnn misthods combined with
iravitive choud-bazed u:l::s.s.mngefmnrund zu# sgnon.

Sabellet Trusted Accezs 2oty lers you opply tfhe mubi-lactar
cuthenficafion methads deployed for VPT: o dioud ond welb-
lbazad applicatiors. By fedardting your doud opps via SAML

or OIDC and applying the same authenficotion mathods ro bath
WPz and cloud apps. ongenizations are able 1o achisve conzisten
‘occess sacurty ocmis their [T 2cosysiem.

About Thales's SafeMet Access
Management and Authentication
Solutions
Thales’s induzny-leading Accass Managemen and Auwhenficaton
MN:‘HW% CE“ITU”)‘ marags und sECure oCceEss o
artarprize [T, web and doud-based applicafions. Utlizing policy-
bbazed 350 and universal cuthenticafion mathods, erserprises can
affactivaly pravers breoches, migrme i e doud securely and
smplity regulatory compliance.

& hokes - e 201 = FRLWS
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Extending PKI smart cards to Cloud
and Web Access Management

s to Uloud ani

Web Access

FK)-based authenfcation, doud sngle sign-on and access
management are ne lorger mutually exclusive. With ScleNet
Trusted Access, orgonizations con use their current PKI smart
cards 1o secure doud and web-based applications.

Tra atior

Cloud- based technologies and vitualized deskiop inkastuchure
VD] offer enterprises ating-edge produciviy without the hassle
of meirtaining the undeslying servers and worksiafons

However, these techndlogies have not baen compatible with
FKl-bazed auth ion, p = ions who use
PKE e concds om beveioging e fox miti oeces i
cdoud and VDI environment=.

As cegonizafions ranscrm feir [T evionments fey are

seeking way: o exdend e security of PKI smaricards fo virual
emircnmerts az well as doud ond web-based apps. They ore
locking for ways to ofier employees Single Sign Onend o
consigert login experience aooss ol opps; they ore locking for
ways o centrally manage their access poldies, and ensure the
oppropricte access confrols are apphed for sach online resource.

Thales © 2020 All rights reserved.

| Authentication in S

es

G
55

With SafeNet Trusied Access, businesses get the bed of both

workds—high PKl-based outhensi &ined with
intuifve coud-bosed ocoess managemest. By incorpordting PKI
denfials irto occess manog: polcies, crganizations can

apply 550 and PKl-based smort card authenlication o apps
residing in virtual, public and private deoud envirormens

S — The Smart
nd Web

felNet Tr

ay to Mana

SaieNet Tuzted Access is an access management service that
centrally manages and seases occess fo web and doud-
based applications, smplfying the login experience for users.
By applying flexible risk-based policies, cloud S50, and
uriversal ouberication mehods, orgarizatens can scde doud
occess conrols while meeting business, risk management and
comglionce neads.

SofeNet Tusted Access offers flexible acoess management
through o simple to use policy engine that gives crganzations
real-ime control over the ability fo enforce poficies af the group
or apglication level. The policy engine supports o brood range
of authenficafion methods, induding PX|-based smart cards and
OIP tokens, allowing organzotions 1o leverage their current
invesiments cnd use them to secure doud and web-bazed

N1 n

About SafeNet Access Management
and Authentication Solutions

Thles's indhustry-leading Access Management and Authersicafion
solutions let erterprises certraly monoge ond secure access

1o enterprise [T, web and doud.-based cpplications. Utizing
polcybased S5O and universal cuthenficotion methods,
enerprises can effedively prevent breaches, migrte to the cloud
securely and smplify regulaary comgliance.

> thalescplcom < orne
Amoriens - beks
o oy
Eavops, Midds fast,

Thales Group Internal
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Benefits of PKI-enhanced Access Management
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* Effectively manoge risk with business-driven pobicies
+ Simplify occess for users with doud and web single
sign-on (SS0)

* Demonstrate regulatory comphance while utilizing
the doud

* Elevate trust with o choice of PKI and OTP-bosed
outhenticators
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SafeNet FIDOZ2 Devices

Arm your Enterprise with Strong & Secure
Passwardless Authentication
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Securing ldentities Where and When Needed
Large-Scale dentity and Certificate Management
with SafeNet and Keyfactor

The: Internet of Things |loT] presents o huge business opportunity Thales has fe deph of enoypiion ond occess monogement
ooross almost every indusiry. But |ol also brings with it lage offerings fo meet the needs of any deployment. Wit our Clowd
scole, comples deployments thot con couse security manogement |51 shrategy we developed our H3M on Demand senvice, uflizing
challenges. As the scale of lol deployments increass, the our deep indusry sspenience and exends it o the cloud. And o
complasity of cerfificale fecyde management increazes. As e protect applicoions ond devices ot the access point, Thales offers
mumbes of device grows, comparies need the abiliy bo quickly SafeMet Trusted Accass, o cloud-bazed aocess management
and securely siore ond manage an expanding number of keys and and autentication serdice. In oddifion to our industy-lending
ceificates. As loT devices are deployed ond dispersed ocross the on-premises luno H54 produd line, Thales hax parnered with

globe, on orgonizofion must be oble to secure communicofions and Keylodor to compleie o flexible and powedul lo] offering.

forprokect he daba in mafion fo and from thess devices. SafeMet Doto Probection on Demand is o cloud based

- N - . - . hardware securiy module [H5M] o= o serdce that con be
The Solution — Securing & Managing deployed within minues and no need for spedalized hardware
Deployed lol Security Systems ar associsied sk,
R SafeMet lung H5Ms sore, proted and monoge sensiive
erypiographic keys on-peemises in FIFS 14002 Lavel 3, tamper-
resiztant hardware opplionces, providing high-azsurance key
protection within an cegonizafion's own [T infrostucture
key sioroge. and o powerhd menogement sysem that smplifies v Keyh Cortrol enchles device ideniity through o unique
ciend"nﬂe lifeoycles while mesing da.asm:uli!y and compliance infion of cesificoe liecycles monagement and
rEq'"H;:T“' :E':'ln:lnra'td T::le.s h'g I‘:?:‘*Era suhl.lim:'ld automation at o] scale ond oo ofl aspects of kol ecosysiem.
m“duudu“ wmm u‘“n": n mum;:;ﬂ:’l“;;!unslu SafeMet Trusied Access enzmwes sacures idenfiies and ansares

. X sacure oocess o devices and applicofions with a brood ronge

enze cerfificale deployments that handle the loge scale ond widely of cnthenficabion m
dispened needs of lol. )

A slrang, enferprise closs, ol ssowity solufion requires o
combination of oulomoted Public Key infrastirociure (PK)
carificabe provisioning, firmware code signing, high-a=urance

Thales © 2020 All rights reserved.

o = Thales Use Cases for loT:

1. Cerificate Key issuancs and management

2. Dewice Manufacturing |denfity Provisioning PEI
key issuance

3. Dewice and User Authertication during updates

4. Developmernt ond Updoe Code Signing

£, 551/TLS Commurication Privale Key siorage
ard management

4. Data at rest and data in mation securiy with

odvancad encryption anmopy
¢ 8 o
key Features Solution Benefits
+ Thales' Safelet family of H5M salufions, ether Safeet Doia Many enterprises koday need functianalty of [T wit: )
Prodection Oin Demand or Lura HSM, peovide flesdbilty for PKI copabibty and comprehensive cerificate fecycle manogement
loud-based, hybrid/mubti.cloud or co.premises oot o st to e the T s=curity operation requirements of feir deploymeris.
protection ond manogemert of encryplion keys. The cambiraiion of Keyfactor Cantol, with Thale:'s SafeMet luna
+ Keyloctor Control offers cerificoie lfecycle manogement HEM ard the H5aD service rom Sofebet Dot Frotection On
that discoven, rack: and manages all credendals ox wel Demand provides
providing code sigring solution: for all clasz=s of loT devices,
icluding embedded headless devices. Aexible H5M key protection soluions offer cloud, hybrid/mubi-
= Sofeldet Tusted Access offer a brood ange of outherdication "-h'-"‘-“_i""""-i"-""I'-""_f“i’Es w"hﬁdl dFP"“““"" and meets
method and odaptive occess palicias that evaluate risk thee high-arvalabiity requived for an loT emirorment
<onditicns and voldates usen by erforcing the appropricle + Device |deniiy Frovisicring PKI keyissuance during
levzl of othentizaion where nesded, 2nsuring the right peaple manutaciuing sstablishes known device validaton foris
have occess under the right condiions. deployad lHecycls
+ Device and user outherficofian nuures idsrtity befors liecycls
events are performed
= Development Code Signing esablshes srong, securs must
bedore device deployment
= Firmware Code Signing mainiaine tust during field software
updates

Awomaiic cedificoie discovery, irvemony ond issuance
workflow reduces costs. Business corlinuity by avoiding
certificobe expimfions that codd couse sxpersive syimm
cutages

S5L/TLS Privoie Key shoroge and monogsment mainhgins sscure
communications during dala sxchanges with kol devices.
CHloading TLS,/ 551 operdiions increases yysem opfimization

Advanced encrypiion enitopy =nsure sensiive doio of restorin
miofion is secursd

Thales Group Internal

2 Page A4

Jul-19
ELCv3

THALES



7 Solution Briefs

15

THALES

SafeNet Trusted Access
Manage authentication deployments faster and
more effectively

Whu enterprises need cloud-based
authentication services

More and more doud-basad services are bacoming an integrol
part of the enferprzse, as they lower costs and manogement
overhead while increasing flexibilty. Cloud-based autherfication
services, especially whan port of @ broeder cocess management
service, are no n, ond can help ions ochieve
sgrificant savings through cutomation. An effective access

and srong auth service enables companies
fo pursue consisfent access policies ocross fe organization by
ceafing o single pare of glass for acces avents, while securing o
broad specrum of resources, whather on-premises, doud-based, or
virtualized.

The salution: SafeNet Trusted Access

SafeNet Trusied Access delivers fly.cutomated, highly
secwe outhenficafion-as-o-service with flexible authenticaion

options tgilored 1o e unique needs of your argenzation,

while subsiarfially reducing the tolal cost of operafion. Stong
authentication is made easy through the flexbiity and scalability
of automated workflows, vendor-ognostc token wpper, brood
APls and seamless out-of-the box integrafions with over 300

Thales © 2020 All rights reserved.

sclufions from leading brands. Wik no infrostudure required,
ScielNet Tuzted Access enables o quick migeafion to o mulfi-fier
and muti-tenant choud environment, ond peotecs everything, from
cloud-based and on premises applicafions, to networks, users, and
devices.

Strong authentication made simple

Uflize the multi-ladior schemes dreudy deployed in your

organizafion ond exdend fem to the doud

Degloy fo thousands of uzers in 30 minutes!

+ Apply access policies and achieve consstent saausty across
your IT ecosystem

« Enable users an easy ond simple log on expesience with single
=gn on

«+ Reduce IT management overhead through cutomated wser and

token lfecyde administration

Secre occess fo all IT resources wib e broadest range of

sirong authenfication methads

Key bene fits

Low total cost of operation
ScfeNet Trusted Access is bazed on a simple, low, par-user pricing
model, with no hiddan or addifona! costs.

Adminigtration and mancgement fokes ploce in the cloud plafarm,
ducing help desk exp and therefore lowering the

management ime by 90 percent, in most cases, theough lorge-

scale auomation, faken provisioning, and user selfencoliment.

Quick Cloud Migration

SofeNet Trusted Access has been designed 1o offer o smooth
transition from an exisfing third-party RADIUS cuthenficaton server,
focusing on speed and eaze of deployment. Key to this copability
is on crgonzation’s okilty 1o mainiain #s current ioken invesiment
while immeadiately benefitng from lower icnal coss and
oulomated processes. This reduces deployment fime from weeks
#o hours, enabling organizatons o easly move from an existing
technology smply ond quickly wih o free migrafion agest.

Easy App

A conruously expanding library f integ Ictes encbles
the casicst conneciivily 1o leoding cloud apps, such o Salesiorce,
AWS and Office 365, Just use the infegrafion templates already
buit-in and defined for fie apps you use foday, or use the genaral

purpose cusiom nlegraiion lemplae.

Multi-factor and universa
on methods

authenticat

f 2 & b

Features
Fully Asomated WorkSows
. H-dﬁhwn’:mn—,--—i
* Sabservice poeh
l.-du-ﬁ-r.-—'. ‘ A v maxy 1> 0 covi guda
* Offee nocess coetl 1o cloud cppbostions, VPN, VI, podch, LM S o e e v . I
* Hasdiech of rgiche- - o
swaug;,:--am-— o - fh--u-lhbb—tulup-u B
xckaces
Nesits Siac/ Nisls-tumant Architectures * Degoted o fachim delsganng deck mappoet
7 Sere avechem - o den ngern
4 PRI, * Coacbysmy sl Excmred
* Ikl for dugyrment cred b by Sarce Providen * P 3 o ko
G blag. y pek &l guaze
dffmart catoren Som o sngie bociend
Brandabis and Gustomizable . d b socp — A
* Corplom defrce ard ortel o yout e bwetcston joursey ' G w3ie e anpe
* Buosccble L1 oad podch
* Mublngec support for e 0. senicn, cppovel werkiiow, ced sreclizent
Robust Reporsing Foport weapkzen reave e e b
* Autoecied mpoeg © Aetomeend vepee dobmery
* Poody reads leepictn o sadic reed . b o
* Copuar mpce Sach Slrw sagert custzexmton
> tholascplcom < n " °
Amarivns -~ ok Gocety be. 7360 Joncion e, Soa Josg, (A9ST 1SA = Tob+] E807M 4970 o <] 954283 200 « k‘l!!ﬂlm + Emat coleBtulmm on
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Thales and Palo Alto Networks
Adding protection to the most sensitive area of
your network — your users

'he 1T pesimeter is changing and agauuhms need o be cble to

At oad samis et T oy
locnnon for fhesir users. By combining the solutions offered by Thales
ond Polo Abo Networks, organizations can mplement access
conrols and deploy mulé factor outhersication while balencing
security and user expesience.

The Challenge

Ceorporate infrasinuciures are changing and the todticnal [T
porimaer & bacoming blioed os fore cigarisations Sversty aod
are Foces wikb micinlinicg securty in hbrid deployments which
consist of @ mix of legocy, custom, end cloud applications.

Some legacy or custom applicaions may not clways suppon +¢
use of anything cther than @ d This b

as studies have highbighted fat Bl % of dato breoches ore due fo
zolen or weok posswords'

Securing users within on environment is becoming a oucial
componert to ensuring the sacurily measures put in place offar
complete prolecion. Deploying mulf fador authensication and
access conirls cide organizations n thwarting o wide range of
treach atiempts by mitigating the pofenticl of credental abuse -
including pass-the-hash cftacks, bate force afacks and more.

1 Vomrze 3/ D Bancch mvandgoions Rapoe

Thales © 2020 All rights reserved.

By deploying Paks Altlo Networks Next Generdficn Firewall with
Thales’s Authersication and Access Monagement soksicrs you
con sheamline deployment of srong ouhericafion and incease
the prolecton of your infrazdniciure eficiently withou needing lo
replace any exiving components.

Key Bengfits

« Versctile irtegration methods 1o suppart hybrid deploymens

o Adforoied mulk Sacko: bokon Becye wontesmcnl

+ Enforce shong autherfication based on risk evaluation of
network, device OS and locotion

+ Certrally manage access polides for apglications.

Reduced [T helpdesk and irfrostudure costs

Prevents unauthorized occess

Enables compl with security reguati

Supperts OOB/Push authenscotion

+ Balonces Security with Usabity

Unfimited Schware Tokens

« Muliple Austhentication methads per user suppoded

Thales's Authentication and Acc
Management Solutions

Thales's ScfelNet Trusted Access :cmbmu easy o depfuy access

and dreng ion alowing organi o
balance security with fiz end user experience. ScfelNet Trusted
Access enobles adminisirotors fo creale occess policies that
evaluale rizk condifions and vakdates usars by enforcing stong
autherfication where needed, ensuring the right peogple have
oceess under the right conditions.

Thales solufions are ofered as o cloud senvice simplfying adopticn
ond enoblng organizafions to oulomdically ard ropdly deploy

a zrong dayer of securty without any addiiondl infreskuciure
invesment

Thales and Palo Alto Networks

While Palo Alto Networks Next-Geasrafion firewall inspects traffic,
endorces netwark secunty polides, and delvers threat prevension,
Tholes's ScfelNet Truzted Access sclution odds oddiicral risk
evalugons and enforces the need for srong autherfication where
needed, With the sirong, muli-focior authenticotion offered by
Thaies, weak passweords are reploced by on addifenal security
Joyer that validoles users, and logs thei access aftempts for oudit
purposes. By combining Polo Allo Networks News-Generation
Firewdll wih Thales's svong auth ion and occess

=-BER = Gn)
28 -- 2|

ﬁg'—“&Etm

of multi-fecter autherfication te all the appl in
their envronmen, The Resikle palicy angine permits adminisiatars
1o set palicies which evalucte risk condiions end implements
sronger controls for users who are occessing resources from older
operafing sysiems cnd mobie devices, or cugment fie frewal
policies st in e Palo Allo Networks devices fo deny access fom
ceriain geagrophic locotions. Add further peotection with SafalNet
Trusted Access fo other sensitive applications by sefing policias
which require mubiple cubenfication metods. All of this is monoged
teough a o:mrdued conscle which provides real-fme analyfics

sclutions busi meet sirict 1B L with

P q

an elegart soiufion that ensures e Wmost in netwerk peolecion.

Strong Authentication

SafeNet Tnsted Access plaform supporis @ wide range of two.
focior authertication opfions, induding tradifena! AD possword,
hardware tokens, softwore tokens, web.bazed fokens and
cetificale based authenticolors. This alows uzers to cubenticale
from anywhere ot any ime. With access pofides, organizatons
can define what type of aubenticalion is needed, and offers

the capabilty to combine autherfication methods. SaieNer's
MobilePasst supports cut of-band puzh authensication on mobile
devices which provides a sreamlined usar expeviance while
enforcing o strong aubenticaion methad. By leveraging the sxisting
uzer reposkory crganzafions con sef up oulomation polices

that will provide users with an authenficaticn method wihout 1T
involvemert. The simple and user friandly self-servics options
empower s} 1o odopt the vse of nuKluam authenfication
inaf Jess way which i wser depl without
overburdening the IT helpdesk.

Powerful Access :’owtrols and
Centralized N

Ao:esspoicesaonbemwnSduNet Ima:dﬁo:cssbomm

and i to quickly and easily odiust polices
basad on business and comgliance requirements.

About Thales

The prople you rely on fo protect your privocy refy on Thales to
exorect ther data. When it comes 1o dato security, orgarizatons ore
foced wih on increasing number of decisive moments. Whether the
momert is building an encryption siralegy, maving fo the cloud, or
maefng complicnce mandates, you can rely on Thales o zecure
your digtal rondormaticn.

Decisive technclogy for dacisive moments.

About Palo Alto Networks

‘We are the global cyberzeasty leader, known for always
challenging the security status quo. Our miszicn is o protec cur
way cf life in the digecl oge by preventing successhd cybercttacks.
This has given us the priviege of salely encbling lens of thousands
of izoficns ond their Qur pi ing Securey
Operoting Flaform embaoldens their digial rans ion with
confruous innovation that sezes the Jotest breakiroughs in secuity,
a.fomm'on and analytics. By deliv-ering o fue platform and

4 © Qrowing yeem of chang kers like us, we
provude lug\‘yeﬁecme and innovative cybmea.zrﬁy across dowds,
networks, and endpoires. find ounme at
heps/ /s ol com

ppication ot grovp P g the g of
securty polices agoing the enfire environment. Integeotion options
enable crganizations jo proted their Globafrotect ard exerd the

tholescplcom < munn

Amarias - kboste fge { 347 (pad
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Implementing Authentication and

Access Controls for Office 365

Thales's solufion SafeMet Trusted Access makes it easy fo implement
Access Controls and Strong Authenfication with Microsoft Office
365, offering robust applicafion protection that is canvenient

for end-users.

Office 365: The Challenges

Deployment of Office 345 creates a new redlity for organizations
in which employzes, whether in the office, at home, or on the

road, can oocess enterprise sysiems remotely. By default the anly
protedtion afforded these online services are inherently weak, stafic
passwaords. With nearly £0% of arganizafions, sensifive data being
stored in the cloud and over 71% of deployments experiencing

at least one compromised account each menth'; implemenfing
access contrals that evaluate risk profiles and implement srong
authenficafion is crucial.

SafeNet Trusted Access: The Solution

SafeMet Trusted Access by Thales is an intelligent access
manogement service that allows customers o enforce the pedect
balance between user convenience and secure access to all apps
acrass their organization.

SateMet Trusted Access offers flesible access management through
a simple to use policy engine that gives customes real-ime confral
aver the ability to enforce policies af the individual user, group or
application level. The policy engine supporis a broad range of

Thales © 2020 All rights reserved.

Key Benefits

Reduced Total Cast
of Ownership (TCO)
= levernges exisfing
infrastucture and reduces
manogement overheads
through automation.
+ Implements sirong

Increased
Productivity
+ Offers users a convenient,
hassle-free single sign-on
|350)] experience
+ Adopfive authenfication
policies that evaluate risk

muliifoctor outhenfication balance security and
which reduces passward comvenience.
fafigue and lowers
helpdask costs.

Protect

'(') Simplified

@" Administration

» Himinates complex
infegration, and ensures
easy management with a
cloud senvice that can be
set up and running in a
couple of hours

! Seurea: (e JA5 Adcpacn fote, ot endl Lign

Everything

+ Secures access bo Office
365 ond all other doud /
web-based apps with o
single access management
senvice

authentication methods, including ones already deplayed, allowing
organizaions fo leverage their currentinvestments and use them o
secure clovd and web-based services.

By combining 550, risk-based policies and universal authendication
methods, SafeMet Tusted Access gives organizations the power
and flexibility to secure access o all apps, simplify the lagin
exparience, and effectively manage risk.

Securing Access to Office 365;
How it Waorks

SafeMet Tusied Access leverages existing infrastructure investmeants
and =sim plifies the process of implementing access contols to
validate user ideniiies. Through a simple, lemplate-based, SAML
2.0 infegration, SafeM et Tusted Access acts as the irusted
identity provider for Office 365 and other thid-party cloud and
web-based apps, providing IT administratars with the ability o
eaiily deploy an access management solution across their enfire
ervironment. SabelMet Tusted Access is a cloud-based service,
ensuring a speedy deployment and easy maintenance - with

no additional adminisiraive overhead or changes o

evisting infrastructures.

About Thales's SafeMNet Identity and
Access Management Solutions

Thales's industry-leading |dentity and Access Management sclutions
let enterprises centrally manage and secure access to enerprise (T,
web and cloud-bazed applicatiors. Utlizing policy-based 550
and universal authentication metheds, enterprises can effectively
manage risk, maintain regulatery compliance, gain visibility inte all
access svents and simplify the login experience for their users.

Key Features

An infuitive administrative conscle lets administraters corfigure
and adjust palicies for applications and groups of users quickly
and easily.

Opfimizing security with convenience, adminisraiors can
choass to enforce single fackor or multi-facior authenfication
through defined access policies and are able o layer
authentication cplions to increase or relax requirements where
needed. Users can occess all their apps and inifiate an 550
semsion from a customized opp porial.

The salufion supparts numerous authenfication methods giving
organizalions a wide variety of opfions ko mifigate risk. Universal
authentication options supported include out-of-band (OCB)
authenticators [PUSH or SM3), patiem-based authenticator
{PIP), hardware and software-bosed one-fime passwerd [OTF)
torm fockors, third- party authenticators, PKI certificate-based

authentication, and Ketberos.

Mobile Chients and Browssrs

Attacker with
stolen credentials

>thakescpleom< [ ) ] B

PC Browsars e

Enterprizse Apps

GoagleApps

Ofice 165 Salssiarg

Saal
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SafeNet IDPrime PIV

Personal [dentry Verifs tle [D oedenticls for fedesal
ogendes, govemment controcors, siate and local govemnments and
privale seckx crgonzations

SafeNet IDFrime FIV |Perzonal |dentty Verificafion| card iz o HPFS
20 siondards based :uld for US. govesnment agencies, siake and

local g ions 1o issue user credeniicls that the
Fnderul Govemn con et The su-m.- cuvd con be used for eiter
a CIV or FIV.| based dapl an policies

and requiremerts. This smart cord provides premium privocy
protecfion thraugh mandatory and opfiondl features of the SPA00-
73-4 sandard. Cusomers can beneft om enhancad performance
and buit-in bi X biifies [On Cord C ison),
preparing hem for enhanced user cubentication.

s of PIV

« Bazad on srong multi-foctor PKI quthenfication, SafeNet
IDPrime PIV cords peovide procf of cardholder idantity that
meets U.S. Federal Government standards

Digeclly authenfcotes users’ identéy for main information sysiems
Identfies users for a voriety of physical access systems.

Digeclly signs and encrypts eDocuments, email and Fes

+ Works wih federa! Govemment FIV-bosed 1T rfrastuchres,
ard new and legacy physicol occess cortrol sysiems

Biometric fingarprint and iris delivers highest level of idertity

aswrance

Thales © 2020 All rights reserved.
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Features

« Vitual Corvact Infedoce [VCI) and Paring code jo enhance
privacy frough contacess interface, for physicd cccess e
cases

« PN Secwre Meszaging te provide confidenticlity and infegrity
pmfen:hm 1o PIV card applicotion

. ic Auth ion {On Card G isan), fiant to
SPBOO.76-2, for enhancad user authensication

o Foz k henti with on optimzed Power-On-

Sef-Tedt mechaniam as per the katest FIPS 1402 specficaions
(CMVFIG ST}

dards

PIV card technology features o duct inferface microprocessor chip

Eor wze with conlod and corfodiess smort card readers, making #
perable and easly odopiable for o wide range of uze cases,

nduéng physical cocess autherficoion. SafeNet IDFrime FIV cords

are cedfied FIPS 140-2, socuriy level 2, FIPS 2012 and listed on

the GSA APL

PIVa el.

Mozt U.S. federc! g | ancd suk
have a FIV cord. Driven by the issuance of Homeland Security
Fresidenticl Directive 12 [HSPD. 12) in 2004, the U.S. federal
o s imvested sig effort and n

l Q robust, i bl denticli and
red'nolng'es The resulfing sandard, FIPS 201, Pessanal Identey
Verfication [FNI for federol employess and contradiors, provides
ok % of the policies, o and technology required 1o

establsh a drong, comp ve idenfity ialing program

PIV Technology and S

Federal Government

Gov ?' yment Contractors and Critica
nfrastructure Organiz

Imgh g PIV-1 identity cedenfidling and security sysiems
helps enterprises, induding those involved with the ration's oitical
infrasruciure, to sgnificary upgrode the security of teir information
syztems and networks. In oddifion, the foct ot PIV.| credentals

are tnssed and interoperable wih e fedesal govemment makes

it much more efficent and secure for contradior: to exchange
informafion securely with their govemment clierts. ¥ giso creates
opportunities 1o mprove busines processes, such a: digeally
signing and encrypling controdts or specifications.

State and Local Government

State and lecal governments con leveroge the federal PIV

pragram by uzing PIV.| os the basis for their idenfity cedenfiaing
and information system security. Maony point to the PIV fandard

as a way fo ochieve o mare holisfic approach to issuing idendty
credenticls and improving feir own business processes and
informafion sysiems securty. More than 16 skafes are curenty
plonning or implementing some form of FIV-1 or CV [Commescial
|denity Verification) srategy. PIV-] 1 cledemuls are being usad in
regional ond nafional P d by

the Federcl Emergency Mﬂnngenwnl Agency (FEMA| for Firt
Responder Access Cards [FRAC). These cradantials, typically issued
by =ale and kol g identity gency responders for
secure cocess 1o remole networks fo pilct oparcfions and access o
Federal systems.

Technical Specifications

About SafeNet Access Management
and Authentication Solutions

Thales's indusiry- leading Access Monagement and Authentication
solutions let enterprises centrally manage and secure occess o
enterprize |1, web and doud-based applicoions. Ulilizing pdiicy-
based S50 ond universal cuthenticalion methods, enterprises con
effectively prevent breaches, migrote to the doud securely and
smplify regulatory complionce. To learn more, please visit our
wetsie of :afenet gemabo com/access manaoement/.

About Thales

The pecple you rely on to protect your privacy refy on Thales 1o
protect their data. When it comes 4o data security, organizofons are
foced wih on increasing numbes of decisive moments. Whether the
momert is bulding on encryption srategy, maving fo the clood, or
meefng complicnce mandates, you can rely on Thales io secure
your digta! ronsomation.

Decisive lechnalogy for decisive moments.

Memory SaicNat IDPrima PIV cord &= bazed on o Jove Card plafomn {DCo 3130| wis 146 KB EEFROM

mamory wih FIV v3 0 appiet loodod

Centifications

221

FIPS140-2 Seoumty loval 2, APS 200-2, and dsied on GSA AL {with e ceficota #1510]

Aeawancs: lovel 3 SCPOZ, SCPOZ, SCPON sepporied wi scrpting cocondng o GP
Anandment
* Amandmont D ECC {264, 384 | Asymmanic aigotthms supponod and FIPS confied

Cryptographic
algorithms Symmemte - A5 (128, 102, 256.54)

Hash - SHA-224 SHA.254 SHAJ84, SHA 512 SHA |

Aq—u.sccw.mv.zmnmnmmmhpumqunm
fie]

IS0 specification . sonlawnuunxo =1

. BO AL weh NEC [F=Cl)
compliance . Wheh e
Other features + Global AN axd kood AN

= D Giochca ki

* Hingarpent asd sts bomeic confoners.

Vo, Sota 100, Astn,
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Access Management Primer
What is Cloud Access Management and

Who Needs It?

\Wha's Afraid of Cloud Apps?

Clzud applicafins are excellent o providing crganisdions

the best jechnology of o guick ime o volue, zero moienance
owverhead and infinite scalability. The immediaie fulfillnent and
instont peodudihity provided by choud opps comes, howsver, wih

o price tog. [T deparimenis lose visibility into who is oocessing whot
applizofon, when—ond what cutheniicofion methad s being Ls=d.
Aacitis s e o ITveted applications s s wit shadow [T apps

At sty cloud access management ensures that the right
people have access fo the right applications f the right level

of wust.

Cloud orces manogement sclves the challenges foced by
niherprises in thair quest for broader doud adaption.

Access Management Benefits

Impl cloud schuicns increoses

procured and implemented by indrvidual d . Camglh
risk increqzes oz opps ore manoged fom muiple disparcie
conzoles, whils help dask fickets owing fo posswerd ressts abound.
And the mast importont person in the process—ihe end user— suffers
From possword fafigue, Fusiration and downfime os they Fet o keep
thesir copious identiies in arder.

Cloud Access Management 101

To addeess these doud edoplion hurdles, cloud oocess
manogement solutions hove emenged to sreomline doud oooess
pronisinning, eiminate pozword hazses for [T and wser, provide
@ sngle pane view of occes: events ooz your doud esole and
enmure tat the Aght oooess conirols ore opplied of the right fime 1o
the right usar.

Thales © 2020 All rights reserved.

=nherprise ooosss security, removes the cmbiguity associoled with
dhoud secuity and complance risk—and ne less imporari— enaees
the mers Bictioriess user mperimee.

Orgonizafions thol incorporoe doud oocess management o fair
dowd adoption srategy enjoy benefits ocrozs the busines.

Enhanced user convenience

Access monagement sclufions oéfer doud single sign an, which lets
wour users kog in just once incrder io goin access to ol their cloud
opplicofions, using the fomiliar enterprize idenfity they cready use
todoy. This meons that users no longer need o mainkoin disparale
usename and possword sets for poch doud oppliccion, b roiher
reed anby maintain arel

Optimized cloud security

By enforcing scenaric- based nocess corrls using Fregrained
policies, orgariznfions opfimize securiby and recuce the risk of a
bvecich. By ochoring in variobles such as prvileged user accounts,
the sensiiviry of high-value applications, and contexual parameters,
odminisiraior con oo cloud ocoess policies io the scenorio ol
hand. Futhemare, the ocoess joumey is made poinless for vsers os
policies are defined 1o require sronger forms of authentication onky
when needed.

ase of Management

Aczes:s management provides adminisrators with o sngle point of
managemen, o single pane of glass, fom which to define access
policies cnee and enboree them froughout By replacing dissande
cloud admin consoles with just ane, [T deparments can scale cheud
odopfion while mairtgining secuwity and visiility oo their

cloud esiole.

Pluz, by having to mainkain jusf cne ideniity per user for all their
cloud opplotions, 1T depariments shminaie belp desk fickets
asmmcicted with password ressis, which accout for 20% of help
desk fickets onnually.

Fiili-with the cloud in mind, mamy aocess menogement soluions
make it easy o integroie new cloud applicafions, leting you cost
light on shadow 1T and on-boand new oops os you business
needs avohe,

\isibility

Access maragement solufions enoble [T to orswer the questions
“Who has oroess o who?® “Who ocosssed whot ond when2”
ond “How was their ideniity verified2" By goining o central view of
ocoess events, coupled with outenticofion methods, organizoions
pain viskilty into cloud access events for eosy compliance oudits
ond iracking.

Visisiliy info which apslicafions are being accsssed alsa saves

businesses morey as it enables ideniibying which opp licenses
ore undendilized.

shoeclee=< [ 2 I G

Cloud access management offers
benefits across the business:

=« Enhonced user comvenience

v Opfmized doud secudy

& Ease of monogement

o Visibiity

Access Management—The Smart Way
to Manage Cloud Access

Cloud occess monogement sclutions are the smaord woy bo monoge
dioud spslications in pour ergonizations. By providing sngle sign
o fo users ond enforcing gromulor aooess polices tha enforos the
right level of authenficofion o the right ime, you can provide your
user community with the most Fidionless outhenficotion joumney
posstle. Renlacing the binary yes,/ne auhenfiosion dedsions f
yesteryear, occess monogement addresses the mulfifoceted sacurity
manogement and complianos challenges of cloud adopfon in the
enterprize.

About SafeMet Access Management
and Authentication Solutions

Thales's induziry- leading Accesz Monagement and Authenticafion
sclufions bel enterprises centally manage and secure occess

tos eniexprise [T, web and cloud bazed oppicaions. Uslizing
palicybasad 550 and universal outhesfication methods, enierprises
can effecively prevent breoches, migrate io e doud secwrely ond
smplity regulstory complionce.

Bmarios - Tl cSovwty lor. HE0 borcion o, So g, TUSTH L = Tab+] BRATH 0 <] 950 888 00 = Fom+| 350 BH EJ11 = Fmad
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SafeNet Trusted Access
Cloud-based Access Management as a Service

Cloud Adoption in the Enterprise
Cloud-based applications play a vial wle in fifiling produciviy,
operaicnal and infostiucure needs in the enterprise. However, the
burden of managing uzery’ mulfple cloud identifies grows as mare
cloud apps are used. foch new senice added fo an arganzations’
cloud estore, mokes unified visibilty into doud occes: events
harder to achieve, and increases camplionce risk. Users stuggle

fo maintain courless usemames and passwords, whie help

desk fickets requiring password resef: chound. And with cloud
opplications protected, by default, only with wedk siafic posswords,
the tisk of a dala breach rises.

Cloud Access
SafeNet Trusted Access addresses these challenges:

An gcoess monogement senvice that centrally manages and
secures cocess o web and dowd-bazed applications, SafeNet
Trusted Access smglifies the login experience for users. By opplying
flenible risk-bosad palicies, cloud SSO, and universal aubentication
methods, organizaficns con scale doud acoess controls whie
meeting business, risk management and complionce needs.

Organizcions can easiy secure doud apps and meet nsk
management needs by bulding on their cument security fremeworks
and leveroging exisfing authenficofion schemes for doud access.

Thales © 2020 All rights reserved.

How It Works

Eoch fime a user logs n 1o o doud applicaion, ScleNet Trusted
Access:
+ Valdates the user's idanfity
+ Aszesses which access poficy should be applied
+ Apples the appropriate level of authentication weh Smart Single
Sign-On.

SafeNet Trusted Access Benefits

ScfeNet Trusted Acomss prevent: data breaches and helps

orpanizaficns comply with reguiations, allowing them fo migrate 1o

B ot gy cad macaedy’

Prevent breaches
Apply dfferent MFA methods and confrol accesses for each
app while elminafing passwords

Enable cloud ransformation securely

+ Exend exising cccess confrols to cloud opps and apply
consigdert access policies o all doud resowces

Simplify compliance

+ Prove compliance with @ recl-fime oudk roi of who is accessng
which app and how

SafeNet Trusted Access Care
Capabilities
SofeNet Tusted Access offers prises five core bl

1. Smart Single Sign-On. Smart Single Sign-On lets wzers login
fo all their doud applcations wih o unglmdanhty eliminafing

d fafigue, in d resets and di
SqleNeI Trusted Access processes o user's login requests and
enzues that S50 is applied intelligendy, based on previous

authenticafions in the some S50 session ard the specific policy

requirements opplicoble fo each cccess attempt. In this way,

users may cuthenticole just once in order fo oocess ol their doud
L or provide addiional authenficaf rod

in the policy. N
2. Scenario-based Access Polides. ScfelNet Trusted Access offers

flexible occess manogemert through a smple fo use pdlicy
engine that gives assomers real-ime conrol over the ubﬁ'yb

enforce policies ot the individucl user, group or oppli level.

Supported Authentication Methods
« OTP Puzh Kerberos

. OTP A « PKI credersials

« OTP Hardware + Google Authenticaior

« Patieen-bazed + Foswoedless ouberlication
authenficafion + Biomesic

+ Outdbondviaemailond . Voice
SMS text messoges + 3rd party

« Password

About SafeNet Access Management
and Authentication Solutions
Thales's induziry-leading Access Manogement and Authenticaicn
solufions let i nirally manage and o
enfecprise [T, webonddwdbazdup;ﬁndm Wlmng policy-
ba:edSSOandumelsd thenfication methads,

Ereaches, migrate o the doud securely and

The policy engine supporis o brood range of authenfication
methods, induding cnes dready deployed, allowing
organizations lo leverage feir current invesments and uze fem
fo seare doud and web-bozed services.

3. Dato-driven Insights. Dato-driven insights ino occess events
enable arganizafions o fine-tune teir cocess polces, and
enzure tof thay are neither 100 kex nor too sringert. Statistics

dy prevent
smplify regulalory complionce.
To learm mwabwoocess mnagemmbom Thdes. vui ht;x//

obenet alio.

websinar of hitos: /5 mbr#nullzom/ wzbmd/?Oy /334449

Access Management for Leading

and logs on occess adivity per app and per policy, along with Apphca"-’ons

the reazon for failed or denied access atempts, fadliate oudits SafeNet Trusted A PP dreds of
ard support inquines, and cllow identfying undenfilzed cloud including the following:

app licenzes.

4. Universal Authensication. SafeNet Trused Acces: sunpords
numercus authersicafion methods and allows you fo leveroge
autherfication schemes alreody deployed in your organzation.
The broadest range of authenficotion methods ond form

foclors d combined with context bazed authensicaf
enhances uzer convenience and allows you so manage rik by

5 Easy App M A ly ding lioror y of
P ' L gy =40 i locbng
doud opps, such as Scledorce, AWS and Office 365. lust uze fe
inlegration templates dready bult-in and defined for the apps you

uze foday, or Lse the genercl-parpase cusiom infegration lemplote.
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Passwordless Authentication:
How Giving Up Your Password Might Make You
More Secure

21 Thales © 2020 All rights reserved.

White Paper

Why Passwords Are Bad

Pazmwords are one of the cldest security tocks in fie world of softwore ard the interet. Bul in today's enviranmer, passwords connot provide
encugh protection for businezses for several reazars.

Password F | Bad Hugien
Palicy- driven possweord sfmrgﬁscmd rolafon leads to pczwnrd fatigue, feraby = g fo pooe d mancg Verzon's Dalo
Beeoch Investigation Report! indicales that over 70 percent of employees reuse p ds for work und | . A molicious
adior coud therefore abuse an k ‘s credentials fo cocess other applications cnd sensiive B
% out “1234L56"
S of5 “ r
password
of breaches Involve Average person People reuse same still among most
use of weak or has roughly 40 passwords across popular password
stolen credentials online accounts different accounts choices in 2018

People al:o tend fo pick easy-to-hack passwords becouse of = frouble they have with remembering passwords. An anolyss of over five
million leaked passwords showed that 10 percent of prcple used one of fie 25 word passwords®. Seven percent of enferprise users had
exremely weak pazswords.

Passwords Hurt User E

-Xperience

Rezeorch by Camegie Melon University indicales that o propery writien passward policy con provide on organizafion with increased
secwity. However, there is less occord over what should be in this policy o make it effective. To illusirate this fact, uvsers commenly recct o o
sclicy nie that raquires them to indude numbers by picking the same rumber or by using the number in e some location in their passwords™,

o
" swlect arcther st et 7 charaters;

WMIMMMWWKW\'U e Contans o ik Bvas of
Yo haraier Qo Dt P mmmsumwn‘m

m .un(am 2 Phresr s (8 e 9). dvraters

tmm $ 8. % Tron 3 pveord mih et m-uv-un-unmnu

B |

Some password policies may make passwords dficult o remembes or type. In responss, users can undermine the seaxty of their passwoeds
by wiiting them down, reusing them ocross different cocounts or sharing fem wit fiends. They clso feguently forget them, creafing more work
for the helpdesk.

Passwords Can Hinder User Security
k ds can be o defri 1o security by serving as on attock vector. According fo Verizon's Dok Breach Investigafions Reper
in 2018, Bl % of hacking-related breaches were a rezut of weak, solen, or reuzed passwaords!. Theeats the man in the midde atiocks and
man.in-the- browsar atiocks toke cdvantage of uzers by mimicking @ login screen and encoureging the user fo enfer heir posswoeds. Ifs even
mare unsafe in the cloud. login poges hosied in the doud are complelely expased, thus enobling o bad ador fo cary out phishing or baste
force afiocks ogairet publicly known login poges like autlook.com.

R v

7 W/ wwwocace/en_o/ aicky pogiin/ o sory pecple 3w 18 aig pruwsnd o 0 paod
3 hw/upunmpomh

Il o w02 _200_tepa. =

e
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“Muppingercole

Kuppingercoie

with an ever-growing number of cyberattacks and ever-increasing regulations, businesses are undear
constant pressure te properly protect their sensitive data sets. Such protection is needed at various
levels and includes sevaral elements, from endpoint protection and network firewalls to 148 [Identity

EX ECUTIVE VI EW and Access Management), CASEs [Cloud Access Security Brokers), and others.

Last, but not least, amongst these technologies is encryption. Encryptien can be implemented [and
regularly is implemented) at various levels. Network encryption, e.2. based on the S5L/TLS standard, is
wbiguitous when using the Internat. Disk encryption is widely supported on both clients and servers. File

VO rmet r i C Ap p‘lica tiO n c I"f ptO S Uite systems can be encrypted as well. Finally, data encryption enables the encryption of specific sets of data

for specific applications or at the database level.

KuppingerCole Report

Encryption, tokenization, and data masking are essential capabilities nesded in Data encryption provides, for example, enhanced protection of sensitive data such as credit card

today's highly regulated environments. Protecting sensitive information requires numbers, patient data in healthcare, passports or other types of PII (Personally identifiable information).
these capabilities, beyond just network and file-level encryption. Vormetric Thus, it also helps in compliance with regulations that require specific, in-depth protection of sensitive
data such as

Application Crypto Suite from Thales eSecurity provides an integrated, easy-to-

* PCI D55, which requires specific protection of credit card information;

* HIPAASHITECH, which requires specific protection of healthcare infermation.
» GDPR, which raises the bar for protecting PIl

use set of services covering the needs for such environments.

In addition, there are many other use cases, well beyond PIl protection. Many businesses also want and
need to specifically protect financial information or intellectual property. Depending on where that
information resides, different approaches to protecting, and spacifically encrypting, that information are

b\ruamn_mq;puger required.
mik@kuppingarcole.com
March 2019 Common approaches for encryption focus either on data at rest, i.e. held on some sort of storage, or

data in motion, i.e. during the transfer of data. For the latter, we can distinguish between end-to-and

solutions that encrypt information all the way between endpoints, such as 5/MIME for email encryption,
Content and solutions that enly protect certain parts of the transfer, such as S5L/TLS. Furthermore, there are

some emerging, but as yet still rather scientific approachas that enable data to be encrypted during use,

-

duction. S—

such as homomorphic encryption. The practical approach to protecting data in use at the application
2 Product DESCHPLIOM .. e e ansssans s s PR level builds on Format Preserving Encryption (FPE], data masking and on tokenization. While data
masking can just replace some parts of the data such as certain fields or characters, tokenization uses
one-way techniques to create a token for certain information that enables this to be used securely,

R L 6 without unveiling the original data. Tokenization typically delivers the advantage of dynamic data

3 Strengths and chall —

masking, which is display security, controlling what data or portion of data a user views as clear text,
depending on their role in an organization. FPE uses standards-based encryption technigues, but
delivers the encrypted result like a token, at predictable length, so that it can replace database entries
without breaking the database schema.

Related Research

Leadership Compass: Privilege Management - 72330
Architecture Blusprint Hybrid Cloud Security — 72552 Businesses face several challenges when looking for information protection based on encryption. Aside
from the inherent complexity of encryption and the related technologies such as key management,

Leadership Brief: Sx Key Actions to Prepare for GDPR — 70340 . ! i i ) )
tokenization, and data masking, there is no such thing as a single approach for all types of encryption.

Leadership Compass: Databasa Security — 70970 Frequently, business end up with a variety of point solutions, building distinct infrastructures per use

Kupginger Cole Eascutive View g Cole L wcutive View.
Varmatric Apclication Cryprio Sulte Vormatric Apeleation Crypta Sulte
h Reart o 73088
et ho. 9088 Pmze 2of7
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WHEN THE MEDICAL INDUSTRY WANTS

7 Case Study — All Med

www.thalesesecurity.com |

A REVIEW THEY CAN TRUST, ALLMED DELIVERS

Providing informed medical opinions is what physicians are
paid to do: Each diagnosis and recommendation can trigger
multiple outcomes, including prescriptions for drugs,
insurance payment authorizations and formal completion
of treatments, If a judgement is ever questioned or needs

further validation a highly specialized category of company,

known as an independent review org ion (RO), is
called in to provide an expert review of the facts

Hecdauanerad in Porond, Oregen, AllMed Hachhcore
Maragamant offarz comarehenzive ohyzician pear raview
sobutions o leadi r ond provider organizasions. The
oo eanlisu e ebriungd oy st
cartifed arg a:mely pract phyzician: to conduct itz
ozzezzmares. Their clients c:?e medical management and
mon care orgonizton: {MMOC, MCO), shird m
odmoﬂgljvirot' {TPA) Szability carriers and other provid:

Givan the wide variety of highly confidensial dot ot it
handle- AlMed follz o the interzaction of numerous faderal,
regional, industry and general regulcrory mandate: axsociated
win peranally identifakle information [PIU pru!:c':d hachh
mxmcmoﬂ [FHI} and othar zerzisve data Ao
st b e vadel hgl’e’l levelz
of data integrity, AIMed iz one of juz o handful of independent
review organzationz to have eamad tha stringer: Heg
Information Truz Aliance (HITRUST] certification for information
sechnology zecurity.

AliMed

Thales © 2020 All rights reserved.

BUSINESS NEED

loel Campbell, Information Security Officar ot AllMed,
commented, “In the hecthcare induzry the number of regulosion:
relmng to doto protection can be toscly overwhelming, even
‘of securty pfofe.aefal For AlMed, being HITRUST carfied

i targible proof to cur sioheholders ther we uphold the highe=t
standard: of zecurity and privacy: They don't nead 1o know what
the ‘HIPAA" or ‘HITECH acronyms zand for, they juzt need to
know thas we've mat or avcasced industry-defined raguiramentz
relating to protecting patient data.”

TECHNOLOGY NEED

HITRUST cerfication utiizes o compr ive security
framawork thar integrate: reguirements From marny authoritotve
sources - zuch a3 ISO NIST, PCI, HIPAA ond cthar: - and
safors them specfically 1o hecitheore sonz. "HITRUST
souche: ol ospe:t' of an organization, o it = impersfive fo
maec o zolia foundation on which 1o build zacurity policies,
controls and procedures,” raflacsac Campball A kay step wez
%o enzure that ow doto & confinually zecure, and for me thiz
meanz encrypsion.”

He confinued, “I've been in the security industy a long sime and
the numier crs nome for encryption rechnologies haz olwayz
been Thale. There are obviouzly competing products but Thales
iz always the name that jumps 1o the top.”

Jways been Thales. There are obwv
seting products but Thales
s to the top.”
Joe! Campdell, Information Secaity Offices,
Allwed Fealthcare Managenent

SOLUTION
A]lMaddepkvyequmﬂnc‘mm Eﬂyp!m’lunﬂules

*lebsa:\nl mdvn
hbﬁhmuwﬂnmwlmdkdmhﬂe
system on servers or virual mochines enforce data securty and
compliance policies making deployment simple and foz.
“Everything get: encrypred,” described Campbell. “HIPAA
doe:n't ydmmshbewemd‘vf‘emdmmhn
by using Thales we immediately remove any concems or issues

RESULT
“We uze o bot of different opplicafi d were able 1o imgl
or components,” “We have

mn&s‘/mdzmiymaﬂchﬁe such o cical
dgﬁo&nmu:edymbddkﬂdsscbmnhmbem

once

Providing itz panel members wih the information needed 1o

review medical cazes nvalves sending numercus fles, some
of significant size. This vansier procesz has severol areas of

potential w‘neld:fzgeq)ecm‘/ beouu: AllMed pcndl:ls

¥ low, =

Given #5 zens#ivity, being able 1o $at only the
m:ret;edmwmomrviwha&mmmumt

SERIOUS SECURITY

Camj added, "AllMed is always lo for new buzines:
opp;ﬁsmdwemg;mmwmwim|
that our IT infrastructure can spport the company’s business
objectives. Mleshusewedi:wlmmsmkmﬂ

adopt to accommedate exactly this type of dynamic siuation.”
The wid ], pastive Jhkzmnbmg

i Vi adieriy g
ey ol ey e e By b i

Follow us on: (w ) £l infles)

BUSINESS NEED
> ?;ﬂ:pm;ivc security for highly sensifive pafient

» Streamline complionce process ocross mulliple
regulafions and mandates

> Support business ogility and innovalion with imposing
resirickons or unnecessary

TECHNOLOGY NEED

> Identify encryplion solufion fo secure oll sensifive
information

» Secure dataiin all sotes and phases of transfer

» Assimilale easily into exisfing IT infrastructure without
requiring widespread modficafions

SOLUTION

» Vormelric Transparent Encryplion from Thales

> Vormeiric Dofo Security Manager from Thales

RESULT
» End-o-end data proteciion
> Aftcined HITRUST cesfificafion
» Deployment of Thales soluions used os o differentiator
infrastrudure able to
i i b
» Nominal adminisirafive overhead

ABOUT THALES eSECURITY
Thales eSecuriy i the leader in ach d dota security
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Brother Secures Employee Access
and Reduces Costs with Cloud-based

Authentication

Ko o i siwm onel g 10k e Bt
o ik

S T—
S:H\Hhhmhh{:hdl:.:ﬂ knrﬂ.l-
mﬁﬂpﬂmil:—-“—

The Organization

Hesvpene, = ad of mpperfon Windoss BF op; "=
Bachar ond AFsar! e ke accramives e opiong,
auch muriching ko Windown . Ulimolely, they decided o
replace pwn compeiea wik o thin cisd 5o that weslve
inkzamotica weoakd not ba dored locdliy on PO Arke same:
Fras, = rwikch b rosvar Bioraitic oubeaiesiicn sylem sy

Bezthm irchakina bl bager wit o 1 ack L Howmm, et curi il
-qn::h.'ﬁbr.ﬁ:q:;-,hl::h ” erchia b by
i morm a0 swring machines jiacudiag ""I b '*HHII#P*HI“HH-

schsiora mch =3 multhecion prvien,Toa rockines.

The Business MNeed
Secure Remote Access

hn:d—-dﬁ:l:ih-‘.ul@hdi—q-

Thales © 2020 All rights reserved.

lewves ol amcsiby wrhile ohc baing hn'::-,qb-rng oned
sirelk o o

at your side

Chalanga:
To snckla mcars remcls oo For the 2447 wpport

‘tmcmn, Brother recquired o cost-afiecie, ogiie cuthesSicofion

soliion

Solutior

Tholes 5ofulHet Tresed dccem [5TA | versSay idenffia wih
‘asthamiioeior,

0 chowd bezsme] sclwlion.

The Solution: Clowd-based
Authentication with S

*a=swond

Exzminciion of e in ciest ond s gufeniasion spisrs wo
srind in Sapismber 200 Baciher cheos 1AL 2 o i thin
i, wehich im0 good beloraos bebwesa ool ond fenciion,
oo b e heminal, Sicbes seoibced o voriey of keo-incio:
oufanicoion wlrion, ncduding ediional hevswors iohena
ond 545 arfenicotion. Hoxdeors ichees wem somined 2
rejacied dus in e coof of hordese, hesls o oen, oad e
s i mphoca oot iciees. Ulinciely, Bacthe: cheos- e Taales
Sclaf-laf Troied dorne [S14] con- frae-pomweed sckiion, o
hoad- besad mehosd ot culhesiicoin by asading = cas-ire
pemmvcad bo e ey mobile phose.

“Evmayoras hem = coll phona, ond we. deteerirad o b both

mﬁ-ﬂ'ﬂ# h::-:ﬂr-mdrk:_ ba .

“Wih Ha combinalion of e 1X this cient pla Soiset
Autbaniiciion fervice, wa b slimirezisd mony
harderons ond opercional cosh. W ballervs el e

e coot b roeghly S percesi of He parrion syes. ®

~ g barm, Mimqﬂnqr

ooty oooapiec]

mhﬁ:hl_ﬂnwiqd‘l_u_tﬂ_
om ﬁ.

At " .."'__h:_’

Bz wes shis b inieggroie

ScH‘\H'h-i.ﬁ::-c-:l‘ﬁI‘
“hhmmhﬁ'h—‘_dnnc-:l
bapoad whet wa mniicly mpeced * Becoe of fa soding s
xrvingn, mchurnd sparniing loock sed smpl, syt onderssd
apssfion, he rplen b eow being smmined for ceosm

Inframction Croug | Manoge:, Siolege Dz
Buhes Inchuirinn” B, becoe fe one e poseced wrvics
i cowch bemed, e (5 o sl 1o el o e ond sorop

sy

w:l:nd:ﬂlirl]q—. Fhww-:ﬂ-.n.-—h:ﬁ-'.

o Safien b A Beom el

Albiue v moaifn of leoing, Erclhe: ond AHeom | e 20
WMuMTﬂmmm

g, oifwding Beaibilty
b:.wcu‘hﬂljpﬂd mebile phona wd.u:H:-"‘h-lc*
odd men. Sofeldsl Tesied A—en oho m
ouiormied prcena ond rorogereel clwll-c-

o ollow for o ssoviem r

m

The Benefits: 40% Cost Reduction
Aciopion ol the prw nen wbed in =ai

; ...:‘.'.'. e

anccinied wih ﬁaﬂph_.&clc:“ clisk apmca,

iy T o o o b o o a Totia

dathaatir—iica Sersica, thess oooh sve bees reedaned
umnacmoory whick o greot benefl W belies ol e res
o i rouphiy 80 paccend of e presice. rpie "

aid Wi b o,

Wkl prwdza

P - ey | ==z
[rnirolice ored preveniing sen bors ogoing info the sy, e

Thctimn cas-frw poroesed 3ohfion aang o coll phoes

»fomgmne [ O K E0

ﬂu-&_lhlﬁﬁﬂ"h‘_ﬁl.-l u-1-mu1mr--|:qh|‘.|m-g1- e
i,

Thales Group Internal

tmm \Aa el B con b hordled Bcaily In e
Mlmmhmwﬁﬂ-‘hm
by I Ibn-u-,n‘ll-
Bin o 1 P .

dein mrcies o mid My Mo

About : 3
Management and Authentication
Solutions

Thctimn's inchusirg-leccing Accen Mnogamant ond Suthesticoticn
achiion H-iqi:-.:-ir.ﬁl menoge ond ascae sooe b

 choac-Ermad g Lk
| 55:, 1 g &
Dnmzcham, micye bzt choad .'__:

= iml mIEECROM AT T

chn T DOOD ¢ e D - ol e EEE R O

& Py O e 32555 Bl

2 Page A4
Dec-19
RMv9

THALES



" Case Study — Colombia

£

| cpican

THALES

Colombia Secures Citizens’ Access
to Financial Services with Thales
Strong Authentication
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Dudley Metropolitan Borough Council Cuts
Costs by Switching to SafeMNet Trusted Access
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Specsavers Brings Security into Focus
with Thales Two-Factor Authentication
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Thales's SafeNet Trusted Access Helps
Prevent Employee Identity Theft at VUMC

Plagicd wih phishing snol almod daly, ihis Nedille-bas=d
medical center ot Vonderbilt Urwwmy decided lo add an exira
loyer of security by § thertication within their
organizaficn. Wih e h:b of Thales [frmery Gemalio), YUMC
con thwart cyber criminals’ attempts ot stecling zensitive data.

The Organization
Maraging mare fian 2 million pofient visés annually, Vanderkik

University Medical Canter [VUMC) in Neshyills, Terrazsse, is one
of the larges acedemic medical centers in the southeas USA,

Thie Business Need

Accoeding 1o VUMC, cyber criminals had been sargeting this
healfhcare institsie to 2eal employee login credenfials and then

fy to enter C2HR, the center’s seli-service human resources poriah.
Human rescurce deparments are o lavore amaong fieves,
because that is where o kot of Hie mo2 delicae employee data

is held. The mos comman tactic in fis instite was emol scoms
where imposiers sent phishing emais, posing a: VUMC employees.
Wit employees’ emai login credanials, hockers can aocess the
human resource deportments ard aitempt 1o ger chold of lh:r bank
occourd information, depasit of paychecks int N
ond sadal security numbers.

b o]
n

-
n

Thales © 2020 All rights reserved.

« Vonderbilt Urivessty Medicol Center sought an effecive MFA
solution that would prevent unautherzed access to employee
crederfials and thus minimze ri of manipulaing these
credentials o commit froud, such as phishing atiocks.

Solution

+ SafeNet Trusied Access [formerly SAS Cloud), Thaler's cloud-
bazed Authantication Sokficn wos chosen, along with SofeNet
MobilePASS, to support both saftware and hardware opfions
for their smployees’ varied network aocess devices.

Benefits

+ Deploying the =clufion has enabled the medicd instiute to

protect employee dots inlegrity, enable skonges acoess o
sysems ond resources, and prevent security beeaches.

VANDERBILT §/ UNIVERSITY
MEDICAL CENTER

* We're beginning the switch o brood wse of muli-foctor
outhonticaion as an imporiant new safeguard for our
employees and our enferprise. Security attocks ore
wnrelenting, and we view MFA o o visal ond necessary

addiion to YUMC’s enterprise cybersecurity program.”

— Androw Hnchizson,
Exacedve Dimcos, of Essarprisa Cybenocectry, VUMCany

The enterprise cyberecurity unit of VUMC in Nashville delecied
phishing emais being sent using siolen or fake nomes of employees.
YUMC noted fiat since 2014, the volume of phishing emails
increased in the sop five fargeled industies, including hedlthcare,

by about a third. These atiacks coindde with figures reported

by Gemalto's breach level index HT 201E report - Heabhcare
comparies experienced fe greates! amourt of security events in
the firt half of 2018, amongs all the industies. Thales dlso exphains
that fh= larger romification of dalo breaches is often ik as
hackers use siolen data to cechestale other afacks.

With sensifive and confidental data being endangered on o daly
basis, VUMC resded a method 1o odd ancther layer of seasiy fo

The Benefits
Benefits for VUMC

« Prevent security breaches: SafeNet Tuded Access mitigotes
risk ossocioled wih idenlity thefis. Wik addiicnal faciers of
authentication required when users aocess sensifve resources,
the medical insfiule con reduce risk of compromised data
recoeds, prolect the infegrity of fsir sysiems and prevent
palental threats ard security breaches.

« Provides flexible form fadiors for diverse use cases: SafeNet
Trusled Access supports both software ond hardware
authenticatons. Thales offars VUMC whichever option fheir

make sure thai only quth d peaple d cerfoin

The medicd insfute needed fo put an end fo the theft of employee
credentials, as e frst dep fo minimize security breaches. Praventing
corposaie identity el olsc miigales the risk of cyber criminals
Lioing; bl 3o These daniio 1 Sy, o plhisking oads s
potential finendal and repulctional domage jo e institule ond

its employees. Mdi-foctor cuthenticotion requices that uzers must
provide something more fhan [or sronger than| o password fo log
inlo a zystem. Using o second faclor or third foctor of authenticaion,
employee credenfials are much harder to seize.

I'he Soelution
VUMC row utiizes Thales's SofelNet Tusted Access, Thales's
cloud-based Authenfcoiion Scluion and SafeNet MobilaPASS. As
of November 19, 2018, VUMC requires mutfocior authenficaion
when usars of the seffsenvice porial of the universty medical centes’s
human resource center ry fo access their direct depozit details, tax
information o personal profife. This copabilty wos peovided by an
app called SafeNet MobilePASS, which con be dowrlooded 1o
most mobile devices. Users withaut @ smart phone can use a hard
joken with o digital readout for display of authentication codes.

Multifactor Medicine in Nashville:
hales's SafeNet Trusted Access
SofeNet Tuzied Access leveroges fiz authenticaion metheds

akeody employed in an orgonization's cyber seaurity program.
Swn:hmg Io a broader peocfice of mulf-factor authersicafion

i require, dep g on the davice they use o access
their systiem=. System users with mobile phores con receive multi-
factor authentication codes via o smariphons app or SMS text
meszage. Users wihowt o mobie phore can uze o hard token
that disploys their aubentication codes digtally.

Leverage MFA 1hrougho-.1 H’t enferprise: Tn :ocr-piy wn!- DEA
ok Ko o g of ok

led sut VUMC) k ‘MFAwﬁiuTh:les
SafeNet system in Novembes, 2017 A year keter, VUMC
haz implemented SafeNet Trusied Access for HR portal
purposes. VUMC i leveraging fie success of MFA for ather
areas According o Andrew Hulchinson, exeastive diredior of
Enterprise Cyt ity o VUMC, ‘additional VUMC syztems
will begin fo require this form of uzar aubentication’

A more secure future

VUMC mission siolement sates that Vanderbilt aims lo cnmbtrt
ther transf ive lecening programs and ding di:

fo provide disingive personolzed care” Thales’s SafeNet sclutions
assiz Vanderbik in managing, prolecting and caring for the users
involved in this mission, helping to ensure that thei data remainsin
the hands of auberized users only.

About Thales

The pecple you rely on fo protect your privocy rely on Thales fo
protect their data. When it comes 1o data security, orgarizatcns are
foced wih on increasing number of decisive moments. Whathes the
moment is buidng an encryption srolegy, maving fo the clood, or

1o sensitve inf Thiz is done by

a ﬂum: pazsword with @ second foctor of authensication that carnat
be hocked or siolen. SafeNet Trusied Access suppods a large
variety of form fodors and aubentication mefiods 1o ofow VUMC
shonger auberticafion ond more secure access to effadively
marage risk.

> thakegrospeon < [ 8 ll .
Amarims - kot N § 3047 (pad
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Thales Group Internal

meeing ! you can rely on Thales o secure
your digial wmdurmclon.

Decisive: technalogy for deczive moments.
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Westcon Relies on SafeNet Trusted
Access for Constant Uptime and

Reduced Costs

Norwegicn shipyord Wesicon requires robust guthenfication to
support 700 users, some of whom access the corporate network
from offshore oil rigs and vessels. A switch to ScfeNet Trusted
Access formery SafeNet Authenticaion Service - SAS Cloud|
moroved reliablity and reduced costs.

Background

Based in fie small town of Dlensvdg, the Westcon shipyord is
located on the west coost of Norway, rot far from the oty of
Stavanger, fie cenire of fie county’s large il industry. The yord
spedalizes i the consinxcicn ond repair of both ships and ail igs.
The company has grown signficantly in the lo# dacade, becoming
one of the most modern and successhd offshore and morifme
service fodlifies in the indusiry.

Business Need

Westcon's [T network covers over 700 usess, with many needing
10 ozcess corporale sysiems from off-site, somelimes even from
offshore rigs and vessels To support these remale users, the
company had putin place an aubentication system, but, according
1o IT Monager Kjetil Tharsen, the system had its problems. “From
fme fc time, we would hove foubles with the oufentication
system, in parficular, we had too much dowrtime,” he says. "Cur
IT department i small - we only have weven people to support the

ertire corporate 1T infrastruciure - and we don have the resources
to deal with these kinds of problems. For that recson, we determined
that we wonled o switch to a hoged soluion for outherfication, and
that was what led us Gemalio.”

Cha enge

‘Wih many employes: remately conneciing fo corporale rescurces
- induding offshore il rigs and vessals - Wesdlon required =vong
authentication fo verfy identifies of those accessing sensifve
material. But their existing =clufion proved problematic with frequers
downfime and log productivity.

Solution

Wesicon chose to move to SafeNet Trusied Access, o hosted
schion, which provides Wesicon with 100X upime. It clsc
inferfaces wih existing fokens so Westcen is able to manoge
s exiging hordware and new SMS iokens in one userfriandly
platiorm

Benefit

Wih ScleNet Trusted Access, Westcon preserved its investment

in exising hardware tokens, while moving 1o a reficble, easy-to-
use management platiorm fecturing 100% upfime and smoplified
mairéenance that meets fieir stingent security needs, as well as an
Op-Ex payment model that fits their budget.

N\N=STCON

“ We don't have worry about uptime — the system is
obways up and ruaning, and # we ever do encounter a
problem, we have strong and reliable parmers who we

know will resolve it very quickly.”

— Kjue Thorsea, IT Manager, Wasscon

Solution

Thorsen and his team engoged with Thales [formerly Gemalio}

1o invesigate which of s market leading authenoafion soluficrs
were the best fit for Wesicon's reeds. Based on the requrements
specfied by Weasicon, Thales recommended o switch i its ScfaNet
Trusied Access. Wesicon also implemerted SafeNet SMS joken
technology, which delvers a cne-time occess code fo a mobile
phone by woy of o text message, and thus enables oubensication in
almost any crcumsonces.

“Gemdlio was of great help fo us.* says Thorsen. “They infroduced
usto the SafeNet Authentication Senice opfion, and it quickly
become clear fo us that Gemalio's technalagy was the best
opion for our needs.” The fact that the SalefNet Trusted Access
delivery model means no upfront cosis was even betier news, he
odds. Since SofelNet Tusted Access supports fird party fokens

About t Trusted Ac
SafeNet Trusted Access is ¢ cloud-based acosss management

service that combines the convenience of cloud cnd web sngle
sgn.on [SS0] wih granular cccess securfy. By volidating identifes,
enforcing access policies and applying Smart Single Sign-On,
oegonizations con ensure secure, convenient access 1o numercus
doud opglications kom one sasy-to-navigole console.

=)

Strong aufenlication is made ecsy through the Baxbiley and
scakobilty of SaleNet Tnuged Access's auomaled workflows, and
vendor. ogrmc'okm infegroficrs and broad APls In ud:hon
o3 o jes and are fully
and izabl iding o less, ond enhanced, user
axperience. With no nhnshucmrc required, SaleNet Tusted
Access enables o quick migrafion to a mul§i-fer and mulfi-lenant
doud emmunmcﬂ and proteds everything, from cloud-bosed and

for cubertication, Westcon did not kose any of its i
in the previous solufion, os users cortinued to cuthenficate wih

their exisiing fokens unl those expired. The wef service aspect of
SaleNet Tnusted Access meant that users ore able fo deal with most
problems thot arise themselves, reducing the need for helpdesk
semvices.

Benefits

Now, Westcan is using SafeNet Trusted Access to provide
autherfication for mere than 120 remale usess. *The best thing of

of is fct we have o 100 per cent 2able outhertication solufion,”
says Tharsen. “We don't have worry about uptime - the system is
ahways up and unning, ond if we ever do encounter a problem, we

have rong and relioble parners who we know will resclve it very
quickly.*

As ScfeNet Tusted Access is fully outomated, induding user set.up
and provisioning aulomation, the lead of Thoren's f=am has been
reduced too. The process of migrafing to the Thales soluicn, he
says, was sraightf d and hondled effeciively by the team
from Thales, with no impact on fie compony's remole users out in
the field. And on top of that, Wesicon is saving money, “We have
been using the Gemalto solusion for around eighteen monts naw,
ond although cost wos not our main priority, we are spending

less on authenticafion than we were with our previous vendor,”
zays Thorsen. *I would recommend o switch to cloud-based
autherfication - and Gemako - for many companies. The reducion
in mancgement work alone is very valuable, but when the other
benefis of Gemalio outensication are added to fie mix, then #
becomes a very easy decision fo make.®

>ioeaescn< 0 0 0 @
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1o rks, o users and devices.

Solutions

Thales's indusry- leading Access Management and Authenticaton
solufions et enterprises centrally manage and secure occess o
enterprize [T, web and doud bumd applcations. Ullizing policy-
basad S50 end universal o ¥ methads, on
effectively prevent beeaches, migrate to the doud se:urcly and
smplity regulatory complionce.

About Thales

The people you rely on fo profedt your privacy refy on Thales fo
protect their data. When it comes o data security, organizafions are
foced wih on increasing numbes of dacisive moments. Whather the
momert is buiding an encryption srategy, maving fo the cloud, o
maefing complionce mandotes, you can refy on Thales o secure
your digial rondomation,

Decisive technclogy for dacisive moments.
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~ " Case Study — Industrial
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Industrial Company Triumphs with
Flexible Access Security, Thanks
to SafeNet Trusted Access
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" Case Study — Law Firm
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Law Firm lifts the Fog over Cloud App
Security with SafeNet Trusted Access

Overview

Lawyers typically have very specific [T reeds and user expearience
is key. As aniche industy, tecurly is criical 1o their buzsiness wrvival.
The danger of cyber-attacks is red: The FBI has been waming
about mpending attacks for o few years. With the growing number
of cloud applications, i's no longer encugh o secure in-houze, on-
prem applcations. Many law firms work remotely with boh clisrt:
and regulatory bedies — using cloud and web-based opplicafi

Challenge

I light of increasing regulaticns and the need to protect their

growing number of cdoud ard web-bazed applcations, alow firm

oppreached Thales to inquire about their new Access Management

sclution — ScofeNet Trusted Access. The law firm was an establizhed

austomer ard waos alreody uting Thales's ScfeNet Authenficaicn

Service indaled in on-premites. Hcmwm. they wanted to exiend
without

orintegrated cloud apglications, such oz [but not limited to)
Sdesforcs, AWS and Citix .

Apart from potentid financial and reputaficn domage, the drivers
for law firms 4o manage occess to their applications, there are
regulatory drivers oz well. For examgle, GOPR and U.S. law may
require firms o notify both clients that they represent and regulators
# hey wepect o dota beeach of personal data.

Accerding to LOGICFORCE and an ABA Technclogy Survey,
22% of law frms were atiocked in 207, up 14% from the previous
year. One of the reasons thesa firms are pariculorly winerable
1o breache: is bacouse many do nctirvest the money 1o properly
secure their dota.

P hon to their cloud appli g the login
burden for their stoff. The organizafion wos lcoking for a soksfion
that coudd offer flexible policies which could differenticte between
trusted ond risky networks.

“ Contextual logging in from within and oulide the office
was really imporfant i us. With SefeNot Trusted Access,
we enjay great user experience with push authenficolion

and $80."

— Securty Officer, Low Firn

The Solution

Thales's SafeNet Tusted Access cffered the law frm simglified
dowd occess with Single Sign On (SSO| secured by contextual
occes security. The Access Management Service provides
privileged access policies for serice parners, financial officers or
cther executives. Policies con be 1ot up per rale, ie. poralegal or
derk, who will not need access to ensitive applcations.

Context-sensltive SSO

SafeNet Trusted Accesz combines he convenience of single sign-
on with context-senifive occess security. By validating identties, the
sclution helpad the low frm ensure sacure, corwvenient occess 1o
dll their cloud and web-based apglications. Smart SSO let the low
frm employee: and contractors log in fo all feir doud opglications
with a single identity, ond only requires them to provide odditional
authentication in high ritk login situations. Depending on their role o
location, user: are required fo provide addificnd outhentication or
less redrictive steps, as raquired by the occess policies. In this way,
wears may outhenficate just coce in order to access all feir cloud

5 T o3 recuired by

or peovide

the policy.

Benefits

Thales's ScfaMNat Trusted Accsss provided the law firm with the lavel
of sacurty they required as wel as flexible occess management
policies. Theze included diferant policies based on rele, context
orlocation. For exarmgle, if wos very impodant for fe law fim te
mifigote high and low-risk coses, inside the cffice |usted networks|
and cutside the office |igher risk networks).

SafeNet Tusted Access allowad the law frm to integrate with
more doud opglications os the dad, and restrict
or dleviate outhenficaicn as needed, 1o werker: and contracters
ocrous the legal acorystem.

About SafeNet Access Management
and Authentication Solutions

Thales's indusiry-leoding Acce:s Manogement and Autherticafion
soluficns let enterprises certraly manoge and secure acces:

1o enterprise [T, web and cloud-based wpﬁ:uhons Usiizing
policybased S5O and universd outhent: methods,

can effectively prevent breaches, migrate to the cloud saemdy ard
simplfy regulatory compliance.

To learn more about access
management from Thales,

vist hitpe:/ /safenet gemalio.com/ ocoeassmanogement/
orjcin alivedemo wekbinar ot htes //www beighitalk com/
webeoy/2037/334440

About Thales

The pecgle you rely on o protect your privacy rely on Thales to
protect their data. When it comes to data sacurty, crganizations are
faced with anincreasing number of decisve moments. Whether fe
moment is building an encrypficn strategy, mowving to the cloud, or
meeting compliance mondates, you con rely on Thale: to secure
your digital fransformation.

Decisve tachnology for decisive moments.
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7 Case Study - Real Estate
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Real Estate Development Company
Ensures Secure Cloud Access with
Thales's SafeNet Trusted Access

Overview

An intemaiond real esiale development company wanted to offer

employes: a conveniant way of working remotely by 2osily and
securely nocessing the corparaie netwark os well as cloud and
web-based opplications.

Concemead with te rising numker of security breachas, e
company ot firsl, considensd apphing sirang authe tlication for
each applicafion. They dismizzed this sclufion howsver, since it
would require their employees 1o login with o s2cond fodor of
awhenticoiion for 2ach app — which they fzh would incorvenience:
teir employees. As the company sxponded iis dowd ransformation
initiofte, the issse of securiy ond converience became mors
urgend, and they soughl o :olufion thal codd provide both user

converience and secure occess ho corponle opps
Challenge
Prevent cyber- attack without losing productivity

The company chose Thales's Safelet Tused Acces: to addeeas
it nmed for @ convenient ond s=cure login sxperisnce.

Thales © 2020 All rights reserved.

* The mes impertant facher for cur organization was
the fadt that SafeMst Trusted Access enabled us fo

offer @ convenient and simple veer experience for our

employess. Thales met this nead, creating excellent
value.”

— [T officer, Real Eslak Conpany

The need for access management
in the Real Estate Sector

Wit the increase in odopfion of doud applications in enerprizas
worldwide comes the increase in itk of oyber atiocke. The cosf of
«an atack is nol just domoged repuidtion, but dao financial loss.
The real astmie ndusing iz just oz vulneroble. However, encrypling
«or securing dabais only one part of oyber security. Real sshate
companie: reed o coniel the geces: ho ther doio oo that only the
right people get ahold of the righ! data in the right apelications ol
the right fime.

The Solution

Safehet Tusted Access provided e real esiote company with o
policy bazad occess monagement senvice which offers both MFA
ond te 5500 experence they wens seeking.

[Easlly secure and manage access with a single cloud
sarvice

Sabelet Tused Access leis orgarizotions eashy s=cure and
marage acceas to web and douwd oppe appe with o single cloud
zanvice. The wolution made it ey and corvenient for the company's
uzers fo gccmes dl their opps with by letiing them log inte mukiphe
doud ond web apps once, and provide oddifional siep up
authenficaiion onky when needed.

The sobtion leis orgarizoiions leveroge their icherent outhenfication
methods and odd new opps {o esisfing palicies, or corfigune

e anes as needed. The priority was 4o provide a single-sign

o =uperianos o their end users, while sill being oble o require
sronger methods of outhenficofion for maore: seraiive opps. The
organizabion was oble to deploy Sofefat Trusted Acosas for
SAML-bozed opps ond use second focior oubenficoiion vio il
buili-in Safefdat Authertication Serice for Radius applications.

Benefits

Alhter mplemenfing Sol=llet Tizted Access, the company coud
cenimlly manoge accmss bor seveml opps thal are deployad in
their organization ond alow uzen o log in te ched ond web apps
opps without having io reouthendicate eoch fime. Thales's Sofefe
Trusied Accez: provided he crganizafion with one sduion that
supparted the majority of fis opplicaions while providing an exdra
layer of security for the sensifive cnes. 'With SafeMet Tosied Access,
the organization gained smart 550 thai combines mutitacior
autherfication kogether with corvenient single sign on for a mare
productive yat sacure work sxpsience.

Second factor authentication policy
for High Risk users

ara®
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Single Sign On Policy for Low Risk
Scenario in SafeMet Trusted »ﬂ.cces_.
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About SafeMet Access Management
and Authentication Solutions

Thales's indusiry-leading Accms: Manogement and Avthenficaion
solufions et enderprises centrally manoge and secure oocess

b enterprize [T, web ond clewd-based opplicaions. Utilzing
policybosed 5501 and wriversal authertication methods, enlerprises
can effecively prevent breaches, migraie to he doud securely and
smplify regulatory compliance.

To learn more about access
management from Thales,

visil htips: " sorberint germoli com oz cm s managemerd”
o join o ledemae webingr ol hips: Sweerwe brightialk com
swemboon /OO /334449

About Thales Cloud Praotection
& Licensing

Today's enterprises depend on the cloud, data and solftware in
order fo moks decisive decisions. That's why the mosi reipecied
bronds and larges! orgarizations in the world rely on Thales 1o help
them protect ond secure oocess o their most sereifive irformation
ond software wherewer it is crected, shared or sored - fram the:
dioud and data carden 4o davices and ocrmoas netwoirks. Clur
solufion: anoble argonizofion: io move ho the cloud secunely,
achieva complionce with confidence, and create mare walue from

their softeenne in dendcms ond s=rvce: used by milions of consumers
=very doy.
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W Webinars — End Customer )’ﬁ\

Visit our Thales End User BrightTalk Channel

] End Customer
> Webinar: Best Practices for Securing Access to Office 365
» Webinar: Global Trends in Cloud Access Management, Single Sign On & Authentication
» Webinar: Identities Are the New Security Perimeter in a Zero Trust World
» Webinar: Global Trends in Cloud Access Management, Single Sign On and Authentication

| 39 Thales © 2020 All rights reserved. Thales Group Internal I I I l.\ L E S


https://www.brighttalk.com/channel/2037/
https://www.brighttalk.com/webcast/2037/379905?utm_campaign=channel-feed&utm_source=brighttalk-portal&utm_medium=web
https://www.brighttalk.com/webcast/2037/373578?utm_campaign=channel-feed&utm_source=brighttalk-portal&utm_medium=web
https://www.brighttalk.com/webcast/2037/348609?utm_campaign=channel-feed&utm_source=brighttalk-portal&utm_medium=web
https://www.brighttalk.com/webcast/2037/363631?utm_campaign=channel-feed&utm_source=brighttalk-portal&utm_medium=web

7 Webinars - Partner yﬁ\

|£

Visit our Thales Partner Only Tech Talks

| Thales Access Management Webinar for Partners
- INTERNAL : PARTNERS ONLY

- ldentities are the new security perimeter in a zero trust world: Use them effectively to secure your distributed IT environment. Partners are
invited to Join Ashley Adams, Access Management Product Marketing Manager to learn how identities are becoming the new security
perimeter in a zero trust world and present best practices for implementing an access management framework that can help organizations
remain secure — and scale — in distributed networking environments.

| SafeNet Trusted Access Value Proposition
- INTERNAL : PARTNERS ONLY

- Join the Thales Identity and Access Management team for their Coffee Break Video featuring Ashley Adams, Product Marketing Manager
chatting with Gemma Ainsley, Channel Marketing Manager, about a current hot topic for partners. The format is short — just enough time for a
coffee break — and conversational, which makes it seem like you are simple part of a smart conversation. In the chat, we outline the core
messages and value proposition of SafeNet Trusted Access (STA). Listen in on this short conversation to increase your knowledge of the
product and gain some insights on how to better pitch SafeNet Trusted Access (STA). Grab a cup of coffee, tune in and enjoy!

Thales © 2020 Al rights reserved. Thales Group Internal I I I A L E S



https://register.gotowebinar.com/recording/713528473526939138
https://register.gotowebinar.com/recording/713528473526939138
https://register.gotowebinar.com/recording/713528473526939138
https://attendee.gotowebinar.com/recording/872367221786518019
https://attendee.gotowebinar.com/recording/872367221786518019
https://www6.gemalto.com/TechTalksLive
https://www6.gemalto.com/TechTalks

7 Video’s

| 0365 Integration

e

7 ; A '
B T4 !!'L

T 2
'; Organlzatlons are adopting Office 365§ 588
i at a rapid rate. . Su

2 https://www.youtube.com/watch?v=
E4PyOvdv Pc

| 41 Thales © 2020 All rights reserved.

A

] Simple SSS vs Smart SSO

As many users move to the cloud,
the benefits of Single Sign On are obvious.

2 https://www.youtube.com/watch?v=vsIXudn
SSX8

Thales Group Internal T H l'\ L E S


https://www.youtube.com/watch?v=E4PyQvdv_Pc
https://www.youtube.com/watch?v=vslXudnSSX8

W Video's B

] Passwordless Authentication | SafeNet Trusted Access from
Solutions by Thales Thales

r

Do You have Securejaccass

More than 80% of data breaches

are due to weak, default, or

to all of your cloud services?

= 7

> NEW *** > https://www.youtube.com/watch?v=RXIJ
CSpasn4

2 https://www.youtube.com/watch?v=kGxhK5
OW7 I|&feature=youtu.be
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https://www.youtube.com/watch?v=kGxhK50W7_I&feature=youtu.be
https://www.youtube.com/watch?v=RXlJCSpa5n4

7 Video’s

] How Access Management
enables Cloud Compliance |
SafeNet Trusted Access |
GDPR, HIPAA, PCI DSS

THALES

> https://www.youtube.com/watch?v=kBsy-

JTOVIK

| 43 Thales © 2020 All rights reserved.

| SafeNet Trusted Access
Basic (STA Basic)

THALES
SafeNet SafeNet
Authentication * Trusted
Service Access
(SAS Cloud) (STA)

2 https://www.youtube.com/watch?v=W0
W4X1iDIBg&amp:t=16s

Thales Group Internal T H l'\ L E S


https://www.youtube.com/watch?v=W0W4X1jDlBg&amp;t=16s
https://www.youtube.com/watch?v=kBsy-JT0Vlk

W Video's B

| MS Azure AD Demo | Retail Example Demo

SafeNet Trusted Access for
Azure Active Directory A

(Third party MFA integration)

2 https://www.youtube.com/watch?v=6B86JMqazY Gl » Received files
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https://www.youtube.com/watch?v=6B86JMqzYGI

"7 Video’s — Customer Case Studies yﬁ\

THI\LE

ACCESS \M ANA
SUCCESS S

VUM( St d ales Update (1)

REAL ESTATE CO | g | VANDERBHHT‘JLMHVERSITY i
ENSURES SECURE /. o

MEDICAL CENTER

STACIAB
EDM1

> https://lyoutu.be/rf_ HUTUGCOS > https://www.youtube.com/watch?v=0NY82E1A
0lA&feature=youtu.be
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https://www.youtube.com/watch?v=oNY82E1Ao1A&feature=youtu.be
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Maximizing Revenue Potential: Cross-Selling SafeNet Trusted Access
and Palo Alto Networks Next-Generation Firewall (NGFW) Solutions

Why sell Access Management wi

Palo Alto Networks NGFW Security N

Platform?

Protect User Identities

1 Users are becoming the IT perimater and the use
of passwords are becoming the mast vulnerable one cioud service

aspact of network infrastructure.

Maximize Prevention and Security

¥ Adding accass poiicies &nd multi-factor
authentication|MFA) augments network
protaction and security

Protact your Hybrid network Infrastructure

1 Extands the uss of muiti-factor authentication

m pa\oal“?

h Benefits for the Customer

Sesmiess tontegrate with Paia Ao Networks Glebs Protest
B increase visiilty and mprove comllance sdherence

B ket escior sndmare secure for users t ccess app:

1 Lower TED [Total Coct of Ourershipl:

© Getacrens managementand muthfactor sushentiestion in
oftering

¥ educe I helpdesk and infrastructure costs
T Unlimited software tokers per user

Why Thales?
B More than 30 years of experience in protecting
digial identties
B More than 25,000 1AM customers ard over 30
million users
] i 9 afiera

Creating Value Together
SafeNet Trusted Access + Palo Alto

cloud-bazed MFA service
B Buvard winming Twe-Factor 3uthentication salutions

SafeNet Trusted Access - Differentiators

SafeNet Trusted Access — the leading access ‘Superior Policy Engine.
s e .
from Thales, intagrates out of the box with Palo e
m
+ Conmralexacty wha, whan, why andhow

Alto Networks.

Ithets you set access policies for integrated Palo
Alts Networks solutions and other SAML baszd

apps, creating 3 unified access scheme for all
apps, and more secure for users to login_

- Brosdestrangect nsbvehy supportedauthentcation
methads

THALES

Maximizing Revenue Potential

Selling SafeNet Trusted Access and F5 Networks Together

Why sell Access Management with F5 BIG-P?
Protect User Identities

1 B

Creating Value Together
SafeNet Trusted Access + FS BIG-P

Customer Qualifying Questions and SafeNet Trusted Access Key Messages

Safener

user experience.
Maximize Security Investment
= add 9

"
P

plicstion: through 3 usar friendly conzole, enabling them to

Protect Entire Infrastructure

protaction offersd by the F5 solution

Benefits for your Customer

across hybrid enviranments

Convenient User Portal

550 experience implementing strongauthentication

SafeNet Trusted Access - Differentiators

Superior policy Engine

up

# control exactly who, when, whyand how users accesses
integrated FS BIG-Pand other apps with easy to configure
centrally managed Access Policies

Universal Authentication
= s

dest range of natively supported authentication mathods:

ith £3 BiG-p
Increase vishility and improve compliance.

Make it sasier and more secure for users to 3ccass 3pps
Extand authenticaton to egacy spplications

Lower TCo:

. multi
‘ane coud service.

1 Reduce T helpdesk and infrastructure costs
* unlimitzd softwars tokens per user

Why Thales?

Mare than 30 years of experience in pratacting digital identties

Mare than 25,000 1AM customers and over 30 million users

method to your business need

authentieation methad 1o mest your busines: needs

Inerease revenue of every Palo Alto Networks sale
Easy subseription add an pricing

Mra service

‘Award winning Two-Factor authentication solutions

offera cloud-based

What prompted you to
implement a solution?

Howare you
protecting access
points?

What's in it for you: Competition
¥ Increase revenue of every F5 BIG-IP sale
' Easy subscription add on pricing options
v
of repeated revenue methed.
v ic is vendor specific
additianal

Protect everything

Multiple integration points - SAML, Radius, API's and agent ecosystem
Templates for cloud applications

Set policies for sensifive applications

User Portal = easy access

Integrations with native user stores — LDAP

Altemative user creation methods —import, API Set aceess policies based on geo location
Block access from undesired devices/geo locations

Set access policies for privileged user groups = stronger security

Cloud service facilitates rapid deploymentand implementation
Cloud solufion means a reduced TCO and ne further infrastructure investment
Professional Services available to expedite roll-out

Enables compliance with security regulations

Access policies enable fine grained conirols Balance secuity with user convenience
Cloud platform is ISO 27001 and SOC-2 certified

Assists with PCL SOX, HIPPA, GDFR (etc) compliance

Universal authentication options —support for AD password, softwars tokens, hardwars
fokens, Kerberos, 3rd parly tokens

Automated policies for foken lifecycle management
Selt-service options for token management
Award winning strong authentication
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| Microsoft

AAD 2019 new features by Gil mazor

Best practices for securing 0365 - with detailed notes for sales - internal or partner

EI best practices for securing 0365 with Thalés AM and MFA - customer facing
@ how Azure MFA has weak HW OTP token management_MNovember

Microsoft Competitive Analysis_Battle Card Jan 2020

] DUO

£/ Audio sales elevator pitch duo security
Competitive Workshop - Duo functional and technical analysis - June 2019
'+ DUO Battle Card August 2019

DUO detailed competitive analysis August 2019
DUO vs STA features comparison-August 2019

BATTLE CARD - SafeNet Trusted Access vs Duo Access

i 6 Ways STA is betier ihan Duo @" et
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I R SA @ RSA SecurlD Access - Competitive Analysis-May 2019 20/01/2020 08:30 Microsoft PowerP... 1,753 KB
@ STA vs RSA SecurlD Access Battle Card 20/01/2020 08:30 Adobe Acrobat D... 247 KB

Al 4 ways STA is betier than RSA

‘B 1_GQuicker and Easier Set Up.
Al 2 Lower Total Cost of Ownership
i 3 Simpler fo manage
FHHll 4 stronger reporting

THALES | b i e

2 Audio Sales elevator pitch OKTA 20/01/2020 08:23 MP3 Format Sound 2723 KB
OKTA vs STA features comparison-september 2019 20/01/2020 08:08 Microsoft Word D... 33 KB
@ OKTA battle Card 5ep 2019 17/01/2020 19:36 Microsoft PowerP... 1,071 KB
@ OKTA detailed competitive analysis Sept 2019 20/01/2020 08:09 Microsoft PowerP... 3,143 KB
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Other Tools yﬁ\

Tool: Access
Management Risk Assessment Tool

Blog:
Access Management from A to Z with Thales and SafeNet Trusted Access

https://blog.thalesesecurity.com/2020/03/19/enabling-secure-remote-
working-in-times-of-crisis-plan-ahead/

49 Thales © 2020 All rights reserved. I I I A L E S


https://safenet.gemalto.com/Access-Management-Risk-Assessment-Tool/
https://blog.gemalto.com/security/2019/09/11/access-management-from-a-to-z-with-thales-and-safenet-trusted-access/
https://blog.thalesesecurity.com/2020/03/19/enabling-secure-remote-working-in-times-of-crisis-plan-ahead/

7 Some recent assets - HSE
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SafeNet High Speed Encryption Solutions
Delivering Data-in-Motion Security without
Compromise

Networks are under corsfont cffack and senstive assefs cominue
to be expozed. More fion ever, leveraging encryplion is a vilel
mandaote for oddressing threats to dala as it oosses networks.
SafeNet High Speed Encryption solutions from Thales provide
cusiomess with @ single platiorm %o 'encrypt everywheee’— from
network traffic between dato centers and the headquaners fo
backup and dizaster recovery sites, whether ca premizes ocin e
dioud

Thales's comprehersive network trafic encrypfion soksicns use
toyer 2 and 3 encryplion to ensirs seaiity wihiu compromiss.
Ensuring maximum throughpet with minimal lotency, ScfelNet High
Speed Enaypiors allow customers fo beter protect data, videa,
woice, ond metadata from ecvesdropping, surveilance, and overt
and covert interception—al ot on affardable cost and withow
performance compeomise.

eNet High Speed Encryption

(=
S
N~

Ad

Robust Security for Sensiive Traffic

SafeNet High Speed Encrypiars, hards based, sand-clone
opplicnces deliver robust ercryption and FIPS 140-2 level 3
famper-resifart key management copabilfities. Rigorously tesed
and cerfied fo be in compliance with the requirements of Commen
Criteria, #: Federal Information Processing Standard [FIPS), the
sclifions have been vetied by such oganizations as the Delense

Thales © 2020 All rights reserved.

Information Systems Agancy [DISA UC APL) and NATO. SafelNet
High Speed Encryplion soluficns meet the speciBosficns for Suite B
cryptographic algorithms [AES- 256, ECDSA, ECDH, and SHA.
512] fex secure commurications. Using NIST cerified randem
rumbes generatoes, SafeNet High Speed Encrypioes use high
quality keys ot are generated and sored in hardware, ensuring
that the keyz are clways under yaur conirol, even in multi-tenant

emvironments.
Maximum Performance and High Avallability

SafeNet High Speed Encryplion solutions have been proven 1o
delver max uphime in the modt demanding, pedformance mlensive
envionments. The solutions hove near-zero ldtency, and con
operate in full-duplex mode ot ful line speed, wihout runring

the risk of packes loss. Furthes, the small amaure of katency is
dederminisic and is unoffecied by packst size. Thare is olso o zero-
overhead option availeble for optimal pesfarmance. Plus, these
solutions feature descripfive diagrostics that give adminsralons
early womings of potenfial issues.

Optimal Flexiblitry

SafeNet High Speed Encrypfion sclutions cffer flexible, vendo:
agnaosic interoperabilty, meaning theyre compaitie with all fie
leoding neswork vendors throughoul your network. They suppord

@ wide range of security objedives and network emiconments,
able 1o odopt to evolving securiy and retwork requirements. The
product range wpports netwark speeds of 10 Mbgs 1o 100 Gbps,

and platlorme range from single to mub-port applionces, and are

Transport Independent Mode

available in hordware and viud sclutions.

Next Gen High Speed Encryption

Crypto-Agllty

Transfceming the network encrypficn market, ScfeMNet High Speed
Encrypices are the first 4o offer Transped Indepeandent Mede (TIM|
- network loyer independent (Layer 2, Layer 3, and Layer 4*| and
protocel ognosic data in moficn encryption. By supporting Layer
3, ScfeNet High Speed Ercryplor: cfer netwark operctoes moee

SafeNet High Speed Encryptors (HSE) are crypto-ogie, meaning configuration options using TCP/IP reuing for securing criical data.
they support cusiomizable encryphion for o wide range of ellipfic

and cusiom curve: support. The opgliances also allow bring

your own enirepy copakilifes. The aypto-ogie platfcem iz future-

preaf, allowing for responsive deploymend of next-gen or custom

olgaritens. In responze to the Guardum threat, SofeNet High

Speed Encryptors akeody leverogs Quantum Key Distribuficn

(GKD) and Quantum Pandom Number Generafion (GRNG|

capabiitie: for Rture- proof data security.

SafeNet High Speed Encryptar Family

Thales offer: a range of SafeNet High Spead Network Encrypiors o ensure the right mix of

features and copabilities falcred to your needs and budget The products in our portiolic are

fully interopercble, so a single platform con be usedto centraly monoge encryplor: ocross singe
mnrlrhor distibuted rks. Each of the enaryptor: offered can suppod up to 512 concurent
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@’NH

>"-=l=-cnlm< m ﬂ ll B

Hard certified for FIPS 140.2 Level 2 and Common

« SafeNet Ethernet Encryptor CN9000 Series
Delivering 100,000,000,000 bits per second of high azuwance and secure enaypted data, the
CINICOQ Series peovides mega data security | 100 Gbps), with the lowest latency in the industy
1<2p).

+ SafeNet Ethernet Encryptor CN400O Series
The CNEOOQ Series ancryptor: offer variable-speed fcerses from 100 Meps to 10 Ghps. The
CN&140 has @ muli-port design that make: fis encryptor varicble, with speed fcenzes up 1o 40
Ghps |4x10 Gbps), highly flexible and cost effecive.

« SafeNet Ethernet Encryptor CN400O Series
The CN400Q Encryptors are versatle and compact, offering 10 Mbp:- 1 Gbps encryption ina
small-foem facter (SFF) chassia The CN4COO mﬁe:uldedfevbmmh undmlocmm
offering cost eHective, high-perf it

SafeNet Virtual Encryptor CY'

The CV1000, the first hordened vmucl encrypler, is n:u:m'y scalable and may be deployed rapidly
ocros hundreds of network links, providing robust for dato-in-metion. The
SafeNet Vihud Encryptor CV]OW isa Virtual NeMufk F\.ncfm |VINF| lhﬁ delvers an ag'le
network ond reduces capitd exp: =) Ideal for ¢ ot aore

network funclions and toking advantoge of Scfware Defined Networking {SONJ.
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