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Previous work includes:

@ Security analysis of OAuth
@ Resources access control in social networks

o Expression access control directives
e Privacy in a untrusted server setting

Our work:
@ Define a formal model of social networks in a trusted server setting

@ Analyse its security properties
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Interactions with the Server

Owners: Clients
o Register. o Register.
@ Authenticate. @ Authenticate.

@ Make connections with other @ Access resources.
owners.

Break a connection.
Authorize clients.

Use the clients’ services.

Revoke client’'s authorization.
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Access Alice’'s Resources

o Direct access
When Alice has given the client user permission to access her
resources.

@ Access through Bob
When Bob has given the client friend permission to access the
resources of Alice that are visible to him.
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2 Modes of Revocation

o Explicit Revocation
Alice can revoke a client’s access by explicitly instructing the server.
o Implicit Revocation
The Facebook model suggests that a client’s access should be
revoked if an owner has not used its services after a certain time
period (dt units of time).

If you haven't used an app in a while, it won't be able to continue to
update the additional information you've given them permission to access.

— Facebook, Data Use Policy
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We will use the following notation:
e O, C: unique id that identifies owners and clients respectively.

e f: projection (D" — D) where k < n and D is the space of the
owner's resources. Also used as a set of indices.

e oos_ac(), ocs_ac(), ocg-ac(), expt(), r(): server's matrices

@ \: level of security associated with our proposed solutions
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Correctness

Forall O, O'# O, C, f : D" — D* where k < n, if

((f C ocs_ac[O, C]) A (server_time < expt|[O, C]))\/
((f C (ocg-ac[O’, C]Noos_ac[0, O'])) A (server_time < expt[O, C])),

then C, by running the “Client Access Resources Protocol”, will receive
the resources f(r[O]) and the server will record the action
access_resources(C, O, f).
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Owner Privacy - Explicit Revocation

A < Challenger
any course of actions—»
< >
-

—(d, d,, ..., dj,..., d), i—» (dy, dy ...y dj,m, d)

j ¢ ocs_ac[0,C]
V., V,.————————P

o1 Choose b €{0,1} (d,, d,, ..., V..., d.)
<&any course of valid actionsi

Definition

For all PPT adversaries A, Pr{WINA] = 1 + negl(\), where WINA is the
event b = b* while playing the above game.
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Owner Privacy - Implicit Revocation

A Challenger
|-

. . Ll

<—4 all possible actions——p=

<«

V, j » |V
Vo Vi ———————»
——————————dt————» | ocs_ac[O,C] # f*

<

dt valid actions—» |dt units of time passed

ad

Choose b €40.1} (r[U]); := v,

>
<&any course of valid actions_{
=

Definition

For all PPT adversaries A, Pr{WINA] = 1 + negl(\), where WINA is the
event b = b* while playing the above game.
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Server Consistency

We define a predicate P(log_file, dt) that is true when the server can
justify a resource access, i.e:

@ authenticate(0), ty

@ authorize_client(O, C, f;, f;), t1,

@ any of authenticate(O) or use(O, C), t

© authenticate(C)t3

@ access_resources(C, O, f!), ts where f] C fs A (ta — t12) < dt

Definition

For all PPT adversaries A, Pr[P(log_file, dt) = 0] = negl(\), where
log file is a random variable that reflects the log file given the activity
of A as described above.
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Client Access Resources Protocol (part 1)

= /0N

A: Facebook User S : Facebook C : Facebook Client
GET: Arequests C's service—bl
if( ocs_ac[A, C] = f*) I

Client Authorization Protocol ‘

| REDIRECT: signed_requesr—l
\POST: send to C signed_request (including short-lived access token)————p»
[OK]
lQ—GET: access token, app_id, app_secret————]
record authenticate(C)
.................................. long-lived access token-
if(expt[U, C]-dt < (server_time-24h) ) c_at[A]:= long-lived access token
expt[A,C] := server_time+dt
record use(A C) I

’ Access Resource Protocol ‘
T T

Figure : Only when the protocol is initiated by a user, i.e. Alice, the authorization
protocol can be executed.
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Client Access Resources Protocol (part 2.1)

Direct Access

S : Facebook C : Facebook Client

ET: C requests A's resources f, c_at[A]
if( ocs_ac[A, C] = f*)
if( server_time < expt[A,C])

else

Figure : C accesses Alice's resources using her access token.
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Client Access Resources Protocol (part 2.2)

Indirect Access

S : Facebook C : Facebook Client
ET: C requests A's resources f, c_at[ B ]

if( ocs_ac[ B, C]# f* )
if( server_time < expt[B,C] )
................... f(((ocg_ac[B,ClMoos_ac[A,B]) . gl
> U /(ocs_ac[A,C1Moos_ac[A,B 1))(r[A]) 5
record access_resources(C,A,fn((ocg_ac[ B,C]Jnoos_ac[A,B])
w(ocs_ac[A,C] noos_ac[A, B])))
----------- denied- e |

else

else,

I ........................................... NOt authorized: == = rrrrrrmrmrmeannnns ’ E

Figure : C accesses Alice's resources using Bob's access token.
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Owner Privacy with Implicit Revocation

Facebook
Alice shares her photos with Bob

Authorize C* > Alice authorizes C* to access her photos

Authorize C* » | Bob authorizes C* to access his photos
without giving any friend permission

dt units of time

Use C*'s service —» C*'s access to Bob's resources refreshed
Cx* - Alice's token
- Bob's token

Use Alice's token

Deni XPir
to access her photos - Eniedgaccessiexpiied

Use Bob's token

1
to access Alice's photos Qccessjorantect

Figure : C* can access Alice’s photos using Bob's token even if its access has
expired.
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Owner Privacy with Implicit Revocation

Id ~ Name Last Used Allowed To Access Accessed Info Activity Level Of Privacy Tokens

Xom==—==—  31/10/12, 11:10:45 false true Econemic private -

Xow—mmm wsmc= - Access Tokens

Access Token

Type Owner Status Debug

short .Kf' W AR AR MKW B AT invalid  =»
Xom —— — — .

Long o AR KR MM B A A e e — invalid = =»
Maw = B —— . .

Used __ CAAF R MK B AR == e vallid =

Kos=—====—= 14/10/13, 17:10:37  true true Music private L
Mamr=—== 14/11/13, 16:11:39 true true Acting  public —
p &= - Shwer_—== 13/11/12, 11:11:04 false false - private L

S - Access Tokens

Type Oowner Access Token Status Debug

Short Sk AAARIRMKMBA e jnvalid  >>

Long S = AAAFdrikRMKMBA M m—— invalid =
true Reading private L

n Shouing 1 to 5 of 5 records
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Server Consistency

Facebook

Authenticate » | Facebook identifies Alice

T~ Authorize C » | Alice authorizes C to access her photos

Explicit Revocation C* » | Alice revokes C*'s access

. Alice's token

)

Alice's access token

c* v .
Use Alice's token Facebook identifies C and sends the resources
to access her photos

Access granted!

- Alice's photos

Figure : Inconsistency between Facebook's view and reality. Facebook has
recorded that the resources were accessed by C while they were accessed by C*.
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How to fix it

@ Owner Privacy with Implicit Revocation
When C requests Alice’s resources using Bob's access token,
Facebook should respond with the intersection of Alice's resources
that Bob can access and the friends data permissions that Bob has
given to C i.e. (oos_ac[Alice, Bob] N ocg_ac[Bob, C]).
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How to fix it

o Server Consistency
Various ways, Facebook can:

e Support sign in functionality for applications.
o Filter IP address of an access resource request.

o Request that the client signs the token and a random value with its
app-secret.
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