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Background



‧ Copyright Infringement Running Rampant in the Digital Environment

- Estimated damage to the web-comic content industry (2017) : KRW 990 billion ≒ USD 820 million

(Korea Creative Content Agency, 2018)

- Several measures to fight copyright-infringing webpages where the servers were located overseas 

took place; yet, many challenges

Measures Challenges

URL Blocking Circumvention by HTTPS protocol, VPN, etc.

Criminal Investigation Cryptocurrency, cloned phone, false-name 
account

Legal Penalties for Infringing 
Websites Operators

Tendency for prosecutors to demand monetary 
penalty

Raising Public Awareness Opposition to the regulation of copyright crimes 
arising from some civic groups

Background – The Problem



‧ Formation of the Joint Government Task Force (Feb. 2018)

- Ministry of Culture, Sports and Tourism (MCST), 

Korea Communications Commission (KCC),

National Police Agency (NPA), 

Korea Copyright Protection Agency (KCOPA), 

Korea Communications  Standards Commission (KCSC), 

Internet Service Providers (ISPs) (Korea Telecom, LG Telecom, SK Broadband)

Areas Initiatives

Intensive Crackdown
Activities

① Sharing criminal intelligence ② Demanding higher 
penalty ③ Adoption of DNS blocking (temporarily)

Improvement of 
supporting laws and 
technologies

① Shortening the period of proceedings for website
blocking ② Developing technology to prevent the 
circumvention of blocked websites

Public awareness-
raising activities

① Producing ads featuring celebrities speaking about 
copyright-infringing websites, and airing them on 
broadcasters’ ads panel ② Publicizing the ads on 
social media and government publications

Background – Breakthrough



‧ Outcomes of the Joint Government Task Force (2018)

- 25 copyright-infringing websites (including the top torrents sharing site) closed down 

- 13 website operators arrested

- Website blocking method (SNI) newly developed and implemented since February 2019

Background – Outstanding results

ranked the 13th most 
visited website in ROK

An average of 35M 
visits per month 

Placed 40 Illegal 
online gambling ads

Profits : 
KRW 950M ≒ USD 800K 

https://BAMTOKI.com
Opened in Oct. 2016 
with its hosting ISP 

server overseas

(Diagram provided by Busan Metropolitan Police Agency, 2018)

< About BAMTOKI (the top illegal web-comic site in 2018) >



Background – Rising problems

Website blocked by 

DNS blocking method

Site operator 

arrested

0

200

400

600

800

1,000

1,200

April May June

N
u
m

b
e
r 

o
f 

V
is

it
o
rs

 i
n
 m

il
li
o
n

Traffic movements to other infringing websites

Bamtoki Website H Website A

(Statistics provided by Webtoon (Web-Comics) Guide, 2018)

Taking down ONE big copyright infringing website “Bamtoki” led to the creation 

of TWO new medium-sized infringing websites.



Background – New Approach to the Problem

This leads to an important question…

What if advertisements on infringing websites have a negative impact on the advertised brands?

=> Conduct a study => share the result of it with advertisers and ad agencies

=> Promote wider USER participation to WIPO’s BRIP Database Project

Q1. What could possibly drive operators to continuously create copyright infringing websites? 

A1. MONEY

Q2. Where does the money come from? 

A2. Monetization through advertisements placed on their websites with a high number of visitors

Q3. How do we stop such monetization? 

A3. By persuading brand owners to not place ads on such websites reasoning that this is not 

only important for society and for the copyright owners but...

the act of advertising on copyright-infringing websites has a negative impact on

the targeted goods/services.



Overview of the Study



Overview of the Study

‧ Title : Effects of advertisements on infringing websites: tangible (economic effect) and

intangible (public image recognition) dimensions

‧ Requesting organization : Korea Copyright Protection Agency

‧ Researching organization : Sun Moon University Research Foundation

‧ Period : from May 27 to August 14, 2019

‧ Objective of the study : To examine the effects of illegal advertisements on copyright-

infringing websites

‧ Definitions applied to this study

- Copyright-infringing websites (‘Illegal websites’) : Websites distributing copyrighted 

works without the consent of the right holders and that have been duly blocked by 

Korean ISPs based on the decision of the Government of the Republic of Korea

- Legal websites : Websites that do not distribute copyrighted works without the consent 

of right holder

- Legal advertisements : Advertisements that advertise legal products regardless of 

whether the ads are in compliance with regulatory format



Overview of the Study - Structure

STEP1. Analyze 
copyright-infringing 
websites and ads 

on them

STEP2-2. In-depth 
expert interviews

STEP2-1. Experimental 
Consumer Survey

Advertising on Copyright-infringing Websites and Its 
Impact on the Value of Advertised Brands

10 Experts from 
industry associations, 

academia, ad agencies, 
brands, and media 

representatives

520 Online 
consumers

Design a 
survey

Provide 
experts with 
the analysis



Analysis of Copyright-infringing Websites and 

Ads Placed on These Websites 



Analysis of Copyright-infringing Websites and Ads Placed on These Websites

‧ Objective: Understanding the nature of copyright-infringing websites 

and the type of ads

- 20 websites (out of 37 websites provided by KCOPA to researchers)

:usage type, customized ads, number of ad slots, number of advertisements

- 127 ads collected from Subject websites by refreshing pages 5 times

:business type of advertisers, type of ad placement, ability of users to turn off ad 

personalization, landing page

‧ Subject of analysis: Copyright-infringing websites and Ads placed on them

※ Data collected from June 28 to July 1, 2019



Websites (20) Usage type Online video streaming: 12
Torrents sharing: 4
Web-comic content: 4

Customized ads (based on 
collected cookies)

6 websites

Ad slots 71

Number of Advertisements 127

Analysis of Copyright-infringing Websites and Ads Placed on These Websites



Advertisements 
(127)

Type of Business (or product) 
of the ad owners (brands)

Illegal Gambling: 58 (45.6%)
Adult products: 9 (7.1%)
Fashion: 9 (7.1%)
Beauty products: 8 (6.3%)
Infringing websites: 6 (4.7%)
Restaurants: 5 (3.9%)
Electronic goods: 4 (3.1%)
Legitimate web-comics: 3 (2.4%)
Education business: 2 (1.6%)
Others: 23 (18.1%)

Placing type Sticky (Fixed banner): 116 (91.3%)
Floating: 11 (8.9%)

Ability of users to turn off ad 
personalization

Y: 38 (29.9%), N: 89 (70.1%)

Landing page Advertised brands: 113 (89.0%)
Event page: 5 (3.9%)
Blogs: 3 (2.4%), Others: 6 (4.7%)

Analysis of Copyright Infringing Websites and Ads Placed on These Websites



44 (34.6%) illegal ads
83 (65.4%) legitimate ads

Analysis of Copyright Infringing Websites and Ads placed on these websites



LG HAUSYS
(Interior Design)

NEXON
(Online Game)

KOLON MALL
(Online Shopping)

DUO
(Marriage Agency)

NIKE
(Sports Apparel)

SARAMIN
(Job Search)

KANTUKAN
(Fashion)

Legitimate ads

Analysis of Copyright Infringing Websites and Ads placed on these websites



‧ Key Takeaway

< Advertisements > 

- Inappropriate advertising products for minors: adult products, dating websites, etc.

- Some links in advertisements take users to illegal content such as illegal gambling 

which is not appropriate even for grown-ups.

- Illegal gambling is the greatest part (45.6%) of the advertised business type.

- Customized advertisements (based on collected cookies) are detected on 6 websites out 

of 20, and well-known brands may help the site gain credibility of its nature. 

(e.g. education, electronic goods)

< Copyright-infringing Websites > 

- Websites have no age restriction requirements while there are inappropriate ads 

disclosed to minors.

- Landing pages are mostly the web pages of the advertised product (89.0%), and others 

redirect consumers to land on blogs and other event holding pages.

Analysis of Copyright Infringing Websites and Ads placed on these websites



Experimental Consumer Survey



Experimental Consumer Survey

‧ Objective : Identification of the Impact of Advertisements on the Value of the 

Advertised Brands (that are legal goods/services) on Legal/Illegal Websites

How does consumers’ (① to ④ below) vary depending on whether the ad appears on a legal or infringing website?
[Research Question Type I

How does ‘subjective norm of an individual’ influence consumers’ (① to ④ below) depending on whether the 

ad appears on a legal or infringing website?

[Research Question Type II

How does ‘perceived behavioral control of an individual’ influence consumers’ (① to ④ below) depending on 

whether the ad appears on a legal or infringing website?

[Research Question Type III

① What motivates you to visit copyright infringing websites?

② Who should be responsible for managing ads that are placed on copyright infringing websites?

③ What measures should be taken to regulate legal ads on copyright infringing websites?

[Research Question Type IV

① attitude toward advertisement ② willingness to buy targeted products 

③ level of trust in advertised brands ④ willingness to recommend the advertised product to others



Experimental Consumer Survey

Legitimacy of
the website

(legal/illegal)

Advertisements 
of legitimate 

products

Willingness to
Purchase

Credibility of 
advertised brands

Recommendation
Intention

Advertising
Attitude

Independent variables

Dependent variables

[Research Model]

Subjective 
Norm

Perceived
Behavioral

Control

Consumer variables



Experimental Consumer Survey

[Sampling and Survey process]

- Survey period : from July 17 to July 22, 2019 (6 days)

- Respondents : 520 (272 respondents for Research question type I, II and III)

- 520 consumers were asked to answer questions via their mobile phone for Research question 

type IV.

- 272 consumers were asked to answer questions via their mobile phone for Research questions 

type I, II and III after having a look at advertisements of an imaginary brand

- For Research question types I, II and III 4 questions were asked to be answered on a scale from 1 to 7



Experimental Consumer Survey

<Survey result for research question type I>

How does consumers’ attitude toward advertisements vary 

depending on whether the ad appears on a legal or infringing 

website?

0 1 2 3 4 5

legal website

illegal website

4.2861

3.2101

Average score on positive attitude

legal website illegal website



Experimental Consumer Survey

How does consumers’ willingness to purchase advertised 

products vary depending on whether the ad appears on a legal 

or infringing website?

0 0.5 1 1.5 2 2.5 3 3.5 4 4.5

legal website

illegal website

4.0533

2.8152

Average score

on willingness to purchase advertised products

legal website illegal website

<Survey result for research question type I>



Experimental Consumer Survey

How does the consumers’ level of trust in advertised brands 

vary depending on whether the ad appears on a legal or 

infringing website?

0 0.5 1 1.5 2 2.5 3 3.5 4 4.5

legal website

illegal website

4.2729

3.0145

Average score on level of trust on advertised brands

legal website illegal website

<Survey result for research question type I>



Experimental Consumer Survey

How does consumers’ willingness to recommend advertised 

products to others vary depending on whether the ad appears on 

a legal or infringing website?

0 0.5 1 1.5 2 2.5 3 3.5 4 4.5

legal website

illegal website

4.0044

2.8696

Average score on willingness to recommend 

advertised products to others

legal website illegal website

<Survey result for research question type I>



Experimental Consumer Survey

<Survey result for research question IV>

① What motivates you to visit 

copyright infringing websites?

42%

37%

11%

9%

1%

web surfing by chance

out of curiosity

by recommendation

already a member of the site

others

② Who should be responsible for managing ads 

that are placed on copyright infringing websites?

28%

24%23%

14%

11%

0%

ad publishers

ad agencies

brands

ad production companies

governments authorities

others

③ What measures should be taken 

to regulate legal ads on copyright 

infringing websites?

22%

20%

17%

16%

11%

10%

5%0%

close down infringing sites with ads taken off

conduct monitoring on ads removal

establish a public-private body for management

regulate ad agencies or intermediaries

brands' self-regulation

enact laws to regulate sales of advertisements

conduct an awareness-raising campaign

others



In-Depth Expert Interviews



In-Depth Expert Interviews with Questionnaires

‧ Objective : To collect voices of experts from across different sub-sectors of advertising 

industry and seek their suggestions

‧ Interviewees consist of 10 experts from the following groups;

- Industry association (3)

- Academia (2)

- Ad agency (2)

- Brand (2)

- Media representative (1)



In-Depth Expert Interviews with Questionnaires

‧ Questionnaire type 1

- Knowledge of ads placed on copyright-infringing websites

‧ Summary

- Because major brands and ads intermediaries would not intentionally place ads on 

infringing websites, there had not been much discussion on this problem.

- Their ads are mostly placed on websites with many visitors, regardless of the legitimacy 

of the website.

- Brands may have no knowledge of whether their brands are being advertised on such 

infringing websites.



In-Depth Expert Interviews with Questionnaires

‧ Questionnaire type 2

- Problems arising from ads placed on copyright infringing websites

‧ Summary

- All interviewees recognized that copyright-infringing websites are damaging for 

copyright owners while benefitting the infringers.

- In the short term ads on infringing websites may mislead consumers into perceiving 

those sites as legitimate, ads on infringing websites may publicize brands and bring 

profits to website operators, allowing them to plan a larger-scale infringing website and 

inciting the public to run similar sites.

- In the long term, legal content distribution websites may diminish due to the     

prevalence of such infringing websites.



In-Depth Expert Interviews with Questionnaires

‧ Questionnaire type 3

- Need for regulation

‧ Summary

- Most agree that it is necessary to cut off the money flows to copyright-infringing 

websites through the voluntary take-down of advertisements on such websites by 

businesses and agencies.

- Some state that because ads on infringing websites may harm the advertisers’ brand 

image governments should impose legal controls over the removal of advertisements 

from infringing websites, while others found it rather impertinent to regulate 

advertisements rather than to take action against infringing websites.



Conclusion



Conclusion

‧ There are not only illegal but also legal products that are advertised on copyright-

infringing websites - some are big and/or medium sized brands.

‧ The survey results show that advertisements on copyright-infringing websites will 

have a negative impact on brands.

‧ Expert interviews show that businesses and advertising agencies recognize that 

copyright-infringing websites have a damaging impact on copyright owners.

- However, not many acknowledge that their ads are on the websites.

‧ To have businesses voluntarily participate in this movement of cutting off the 

profits of copyright-infringing websites, it is necessary to share the result of this 

study with the advertising industry.





Stakeholders’ cooperation under the 
Memorandum of Understanding on online 

advertising and IPR

Update from the European Commission

Advisory Committee on Enforcement

Fourteenth  session

Geneva, 3 September 2019



Context of the initiative

 IPR infringements are on the rise

 6,8% of goods imported into the EU are counterfeit or pirated,
corresponding to €121 billion in illegal trade

 due to the presence of counterfeits sales of the legitimate sectors are
lowered by an average of 7.5% across the EU in the selected IPR
intensive industries - €59 billion losses on annual basis, loss of almost
435 000 jobs

 Need for better enforcement of IPR

 ‘Follow the money‘ approach

 Robust legislation as a starting point

 Complementing legislation with voluntary measures

2



EU voluntary initiatives

 MoU on the sale of counterfeit goods via the internet (2011)

 to prevent offers of counterfeit and pirated goods from appearing in
online marketplaces

 MoU on online advertising and IPR (2018)

 to limit advertising on websites and mobile applications that infringe
copyright or disseminate counterfeit goods

 Stakeholders’ dialogue on the transportation / delivery of
goods and IPR

 Stakeholders’ dialogue on IPR protection and payments

3



Challenges for online advertising and IPR

4

 online advertising is a hugely complex environment

 misplacement of advertisement on IPR infringing websites and
mobile applications is an issue:

 websites and mobile applications that provide access to IPR-infringing
content, goods or services often use the sale of advertising space as
one of their revenue sources

 the presence of advertising for household brands or the availability of
well-known payment services on IP-infringing websites and mobile
applications can confuse consumers, who may mistakenly believe to
access legal content



MoU on online advertising and IPR
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 Signed in June 2018 by 28 companies and associations

 https://www.youtube.com/watch?v=5-yXMWk3cW0

 Brings together representatives of advertisers and advertising
intermediaries, as well as other interested stakeholders

https://www.youtube.com/watch?v=5-yXMWk3cW0


MoU on online advertising and IPR
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 Objective

 to minimise the revenue websites and mobile applications that infringe
intellectual property rights on a commercial scale gain from online
advertising

 Commitments

Limiting the placement of advertising on websites and mobile applications
which have no substantial legitimate uses:

 when competent authorities found that they infringe copyright or
disseminate counterfeit goods on a commercial scale

 for which the advertisers have reasonably available evidence that they
are infringing copyright or disseminate counterfeited products, on a
commercial scale



How does it work in practice?

 Cooperation in a form of a stakeholder dialogue

 signatories meet to discuss and exchange best practice in a confidential
environment

 Evaluation of the work

 measuring the efforts under the MoU on the basis of annual reporting

 monitoring the MoU’s impact on the market: external study

 Next steps

 Stakeholders will meet biannually

 Preparation of an overview report on the MoU functioning – to inform
about the progress achieved and further disseminate best practice

 Agreement to be open for new signatories at the next meeting
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Achievements and challenges

 Cooperation already brought positive results…

 useful forum which allows better cooperation between stakeholders

 sharing experiences – best practices and lessons learned

 raising awareness – spreading information about available tools,
existing initiatives and new challenges

 … but further progress is needed:

 wider participation to ensure:

• proper representation of all actors involved in the distribution chain

• more involvement of copyright holders and brands

 continue to raise awareness amongst advertisers

 inform about tools available to step up due diligence efforts
13



More information:

• MoU on online advertising and IPR

• MoU on the sale of counterfeit goods via the internet

• Report on the MoU functioning (2017)

• Study on voluntary collaboration practices in addressing 
online infringements of trade mark rights, design rights, 
copyright and rights related to copyright (EUIPO, 2016)

• Digital Advertising on Suspected Infringing Websites
(EUIPO, 2016)
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https://ec.europa.eu/growth/industry/intellectual-property/enforcement/memorandum-of-understanding-online-advertising-ipr_en
https://ec.europa.eu/growth/industry/intellectual-property/enforcement/memorandum-understanding-sale-counterfeit-goods-internet_en
https://ec.europa.eu/docsroom/documents/26602
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=2ahUKEwjyqqmo6uPjAhVBIlAKHcy3BZQQFjAAegQIAhAC&url=https%3A%2F%2Feuipo.europa.eu%2Ftunnel-web%2Fsecure%2Fwebdav%2Fguest%2Fdocument_library%2Fobservatory%2Fdocuments%2FResearch%2520and%2520sudies%2Fstudy_voluntary_collaboration_practices_en.pdf&usg=AOvVaw0Bs9iNXye9KDTb2AGOqO2c
https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/publications/Digital+Advertising+on+Suspected+Infringing+Websites.pdf


Thank you!

Natalia Zebrowska

Legal and Policy Officer

DG GROW F3

Intellectual property and fight against counterfeiting

+32 2 29 87458

Natalia.ZEBROWSKA@ec.europa.eu 
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